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16.1 Overview of PKI

Definition

Purpose

Public Key Infrastructure (PKI) provides certificate management in compliance
with certain standards. It uses public keys to provide security service for all
network applications. PKI is the core of information security and basis of e-

commerce.

As the network and information technologies develop, e-commerce is widely used
and accepted. However, e-commerce has the following problems:

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd.

748



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 16 PKI Configuration

e The transaction parties cannot verify the identities of each other.

e Data may be eavesdropped and tampered with during transmission.
Information is not secure.

e No paper receipt is used in transaction, making arbitration difficult.
PKI uses public keys to implement identity verification, confidentiality, data
integrity, and non-repudiation of transactions. Therefore, PKI is widely used in

network communication and transactions, especially e-government and e-
commerce.

Benefits
e Benefits to users

- Certificate authentication allows users to authenticate network devices to
which they connect, ensuring that users connect to secure and legal
networks.

- Cryptography protects data against tampering and eavesdropping so that
data is securely transmitted.

- Digital signature ensures that data is accessible to only authorized
devices and users, protecting data privacy.

e  Benefits to enterprises
- PKI prevents unauthorized users from connecting to enterprise networks.

- PKl establishes secure connections between enterprise branches to ensure
data security.

16.2 Understanding PKI
16.2.1 Basic Concepts of PKI

The core of PKIl is digital certificate lifecycle management, including applying for,
issuing, and using the digital certificates. During the lifecycle, PKI uses the
symmetric key cryptographic, public key cryptographic, digital envelope, and
digital signature. Figure 16-1 shows the evolution of these technologies. Users A
and B communicate through the Internet, and user C is the attacker who targets
the communication data between users A and B.
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Figure 16-1 Technology evolution
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The concepts mentioned in the figure will be described in later sections.

16.2.1.1 Cryptography

Cryptography is the basis for secure information transmission on networks.
Cryptography is to convert plaintext (to be hidden) into ciphertext (unreadable
data) using mathematics.

Symmetric Key Cryptography

Symmetric key cryptography, which is also called shared key cryptography, uses
the same key to encrypt and decrypt data.

Figure 16-2 shows the symmetric key encryption and decryption process.
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Figure 16-2 Symmetric key encryption and decryption process
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Users A and B have negotiated the symmetric key. The encryption and decryption
process is as follows:

1.  User A uses the symmetric key to encrypt data and sends the encrypted data
to user B.

2. User B decrypts the data using the symmetric key and gets the original data.

Symmetric key cryptography features high efficiency, simple algorithm, and low
cost. It is suitable for encrypting a large amount of data. However, it is difficult to
implement because the two parties must exchange their keys securely before
communication. Besides, it is difficult to expand because each pair of
communicating parties needs to negotiate keys, and n users needs to negotiate
n*(n-1)/2 different keys.

The algorithms commonly used in symmetric key cryptography include Data
Encryption Standard (DES), Triple Data Encryption Standard (3DES), and Advance
Encrypt Standard (AES).

Public Key Cryptography

Public key cryptography, which is also called asymmetric key cryptography, uses
different keys (public and private) for data encryption and decryption. The public
key is open to public, and the private key is possessed by only the owner.

Public key cryptography prevents the security risks in the distribution and
management of a symmetric key. In an asymmetric key pair, the public key is used
to encrypt data and the private key is used to decrypt data. The two parties do not
need to exchange keys before a secure communication session. The sender uses
the public key of the receiver to encrypt the data, and the receiver uses its own
private key to decrypt data. The receiver's private key is only known by the
receiver, so the data is secure.

Figure 16-3 shows the public key encryption and decryption process.
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Figure 16-3 Public key encryption and decryption process
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Assume that user A has the public key of user B. The encryption and decryption
process is as follows:

1. User A uses the public key of user B to encrypt data and sends the encrypted
data to user B.

2. User B decrypts the data using its own private key and gets the original data.

Attackers cannot use one key in a key pair to figure out the other key. The data
encrypted by a public key can only be decrypted by the private key of the same
user. However, the public key cryptography requires a long time to encrypt a large
amount of data, and the encrypted data is too long, consuming much bandwidth.

Public key cryptography is suitable for encrypting sensitive information such as
keys and identities to provide higher security.

The algorithms commonly used in public key cryptography include Diffie-Hellman
(DH), Ron Rivest, Adi Shamirh, LenAdleman (RSA), and Digital Signature
Algorithm (DSA).

16.2.1.2 Digital Envelope and Digital Signature

Digital Envelope

A digital envelope contains the symmetric key encrypted using the peer's public
key. When receiving a digital envelope, the receiver uses its own private key to
decrypt the digital envelope and obtains the symmetric key.

Figure 16-4 shows the encryption and decryption process for a digital envelope.
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Figure 16-4 Digital envelope encryption and decryption process
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Assume that user A has the public key of user B. The encryption and decryption
process is as follows:

1. User A uses a symmetric key to encrypt data.

2. User A uses the public key of user B to encrypt the symmetric key and
generate a digital envelope.

3. User A sends the digital envelope and encrypted data to user B.

4. User B uses its own private key to decrypt the digital envelope and obtains
the symmetric key.

5. User B uses the symmetric key to decrypt the data and obtains the original
data.

The digital envelope has the advantages of both symmetric key cryptography and
public key cryptography. It speeds up key distribution and encryption and improves
key security, extensibility, as well as efficiency.

However, the digital envelope still has a vulnerability. The attacker may obtain
information from user A, use its own symmetric key to encrypt the forged
information, use the public key of user B to encrypt its own symmetric key, and
send the information to user B. After receiving the information, user B decrypts it
and considers that the information is sent from user A. To address this problem,
the digital signature is used to ensure that the received information was sent from
the correct sender.

Digital Signature

Digital signature is generated by the sender by encrypting the digital fingerprint
using its own private key. The receiver uses the sender's public key to decrypt the
digital signature and obtain the digital fingerprint.

A digital fingerprint, which is also called information digest, is generated by the
sender using the hash algorithm on plaintext information. The sender sends both
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digital fingerprint and plaintext to the receiver, and the receiver uses the same
hash algorithm to calculate the digital fingerprint on the plaintext. If the two
fingerprints are the same, the receiver knows that the information has not been
tampered with.

Figure 16-5 shows the encryption and decryption process for a digital signature.

Figure 16-5 Digital signature encryption and decryption process
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Assume that user A has the public key of user B. The encryption and decryption
process is as follows:

1. User A uses the public key of user B to encrypt data.

2. User A performs hash on the plaintext and generates a digital fingerprint.

3. User A uses its own private key to encrypt the digital fingerprint, generating
the digital signature.

User A sends both the ciphertext and digital signature to user B.

5. User B uses the public key of user A to decrypt the digital signature, obtaining
the digital fingerprint.

6. After receiving the ciphertext from user A, user B uses its own private key to
decrypt the information, obtaining the plaintext information.

7. User B performs hash on the plaintext and generates a digital fingerprint.

8. User B compares the generated fingerprint with the received one. If the two
fingerprints are the same, user B accepts the plaintext; otherwise, user B
discards it.

The digital signature proves that information is not tampered with and verifies the
sender's identity. The digital signature and digital envelope can be used together.
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However, the digital signature still has a vulnerability. If the attacker modifies the
public key of user B, then user A obtains the attacker's public key. The attacker can
obtain information from user B to user A, sign the forged information using its
own private key, and send the forged information encrypted using user A's public
key to user A. After receiving the encrypted information, user A decrypts the
information and verifies that the information has not been tampered with. In
addition, user A considers that the information was sent by user B. The digital
certificate can fix this vulnerability. It ensures that one public key is possessed by
only one owner.

16.2.1.3 Digital Certificate

A digital certificate, or certificate, which is signed by the trusted certificate
authority (CA) using digital signature, includes the certificate owner's public key
and identity information.

The digital certificate is similar to the passport or identity card. People are
requested to show their passports when entering foreign countries. The digital
certificate shows the identity of a device or user that requests to access a network.

It ensures that one public key is possessed by only one owner.

Digital Certificate Structure

An X.509 v3 digital certificate contains mandatory information such as public key,
name, and digital signature of the CA, and optional information such as validity
period of the key, issuer (CA) name, and serial number. Figure 16-6 shows the

typical structure of a digital certificate.

Figure 16-6 Digital certificate structure diagram
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Meaning of each field in the digital certificate:

e Version: version of X.509. Generally, the v3 (0x2) is used.

e Serial Number: a positive and unique integer assigned by the issuer to the
certificate. Each certificate is uniquely identified by the issuer name and the
serial number.

e Signature Algorithm ID: signature algorithm used by the issuer to sign the
certificate.

e Issuer: name of the device that has issued a certificate. It must be the same as
the subject name in the digital certificate. Generally, the issuer name is the CA
server's name.

e Validity: time interval during which a digital certificate is valid, including the
start and end dates. The expired certificates are invalid.

e Subject: name of the entity that possesses a digital certificate. In a self-signed
certificate, the issuer name is the same as the subject name.

e  Subject Public Key Info: public key and the algorithm with which the key is
generated.

e Extensions: a sequence of optional fields such as key usage and CRL
distributing address.

e Signature: signature signed on a digital certificate by the issuer using the
private key.

Digital Certificate Types

There are four types of certificates, as described in Table 16-1.

Table 16-1 Certificate types

Type Definition Description

Self-signed certificate A self-signed certificate, | If an applicant fails to
which is also called root | apply for a local
certificate, is issued by certificate from the CA, it
an entity to itself. In this | can generate a self-
certificate, the issuer signed certificate. The
name and subject name | self-signed certificate
are the same. issuing process is simple.

A device does not
support lifecycle
management (such as
certificate update and
revocation) over its self-
signed certificate. To
ensure security of the
device and certificate,
you are advised to
replace the self-signed
certificate with the local
certificate.
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Type

Definition

Description

CA certificate

CA's own certificate. If a
PKI system does not
have a hierarchical CA
structure, the CA
certificate is the self-
signed certificate. If a PKI
system has a hierarchical
CA structure, the top CA
is the root CA, which
owns a self-signed
certificate.

An applicant trusts a CA
by verifying its digital
signature. Any applicant
can obtain the CA's
certificate (including the
public key) to verify the
local certificate issued by
the CA.

Local certificate

A certificate issued by a
CA to the applicant.

Local device certificate

A certificate issued by a
device to itself according
to the certificate issued
by the CA. The issuer
name in the certificate is
the CA server's name.

If an applicant fails to
apply for a local
certificate from the CA, it
can generate a local
device certificate. The
local device certificate
issuing process is simple.

Certificate Formats

Three certificate formats are supported, as described in Table 16-2.

Table 16-2 Certificate formats

binary format, excluding
the private key. The
commonly used file
name extensions
include .DER, .CER,

and .CRT.

Format Description Description

PKCS#12 Saves certificate files in If the file name
binary format, including | extension of a certificate
or excluding the private | is .CER or .CRT, use the
key. The commonly used | Notepad to open this
file name extensions certificate and check the
include .P12 and .PFX. certificate content to

— — differentiate the
DER Saves certificate files in certificate format.

e |[f the certificate starts
with "----- BEGIN
CERTIFICATE----- "
and ends with "-----
END
CERTIFICATE-----
the certificate format
is PEM.
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Format Description Description

PEM Saves certificate files in o |If the certificate
ASCII format, including content is displayed
or excluding the private as garbled characters,
key. The commonly used the certificate format
file name extensions is DER.
include .PEM, .CER,
and .CRT.

16.2.2 PKI System Structure

As shown in Figure 16-7, a PKI system consists of the end entity, certificate
authority (CA), registration authority (RA), and certificate/certificate revocation list
(CRL) storage database.

Figure 16-7 PKI system structure
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e End entity

An end entity, or PKI entity, is the end user of PKI products or services. It can
be an individual, an organization, a device (for example, a router or firewall),
or process running on a computer.

e  Certificate Authority (CA)

The CA is the trusted entity that issues and manages digital certificates. The
CA is an authoritative, trustable, and fair third-party organization. Generally, a
CA is a server, for example, a server running Windows Server 2008.
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Figure 16-8 shows a hierarchical CA. The CA on the top of the hierarchy is the
root CA and the others are subordinate CAs.

- The root CA is the first CA (trustpoint) in the PKI system. It issues
certificates to subordinate CAs, computers, users, and services. In most
certificate-based applications, the root CA can be traced through the
certificate chain. The root CA holds a self-signed certificate.

- Asubordinate CA can only obtain a certificate from its upper-level CA.
The upper-level CA can be the root CA or another subordinate CA
authorized by the root CA to issue certificates. The upper-level CA is
responsible issuing and managing certificates of lower-level CAs, and the
CAs at the bottom issue certificates to end entities. For example, CA 2
and CA 3 are subordinate CAs, holding the certificates issued by CA 1,
and CA 4, CA 5, as well as CA 6 are also subordinate CAs, holding the
certificates issued by CA 2.

When a PKI entity trusts a CA, the trust is derived along the certificate chain.
A certificate chain is a set of certificates from the end entity to the root
certificate. When a PKI entity in communication receives a certificate to be
authenticated, the PKI entity verifies each issuer along the certificate chain.

Figure 16-8 Hierarchical CA diagram
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Certificate management is the major function of CAs, including issuing,
renewing, revoking, querying, and archiving certificates as well as distributing
the Certificate Revocation List (CRL).

Registration Authority (RA)

An RA enrolls and approves digital certificates. It is a proxy for the CA and
provides extended applications of certificate issuing and management. The RA
processes the certification enrollment and revocation requests from users,
verifies user identities, and decides whether to submit certificate issuing or
revocation requests to the CA.

The RA may be part of the CA server, or independent of CA to share workload
of CA and enhance CA system security.

Certificate/CRL database

A certificate may need to be revoked for the reasons such as entity name
changing, private key leaking, or service interruption. Revoking a certificate is
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to unbind the public key from the PKI entity identity information. The PKI
system uses a CRL to revoke certificates.

After a certificate is revoked, the CA issues a CRL to declare that the
certificate is invalid and lists the serial numbers of revoked certificates. The
CRL provides a method to verify certificate validity.

The certificate/CRL database stores and manages information about
certificates and CRLs and allows information query. The certificate/CRL
database can be built using a Lightweight Directory Access Protocol (LDAP)
server, File Transfer Protocol (FTP) server, Hypertext Transfer Protocol (HTTP)
server, or database. LDAP simplifies the directory access protocol X.500. It
supports TCP/IP and has been widely used in certificate distribution, CRL
distribution, CA policies, and information distribution. If the number of
certificates is small, the certificates can be stored on an HTTP or FTP server
and are allowed to be downloaded.

PKI manages the entire lifecycle of local certificates, including application, issue,
storage, download, installation, authentication, renewal, and revocation.

Certificate Application

Certificate application is certificate enrollment. It is a process in which an entity
registers with a CA and obtains a certificate from the CA. Generally, a PKI entity
generates a pair of public and private keys. The public key and entity's identity
information (included in certificate enrollment request) are sent to the CA to
generate a local certificate. The private key is stored by the PKI entity to perform
digital signature and decrypt the ciphertext sent from the peer.

A PKI entity can use either of the following methods to apply for a local certificate
from CA:

e Online

The PKI entity sends certificate enrollment requests to the CA by using the
Simple Certificate Enrollment Protocol (SCEP) or Certificate Management
Protocol version 2 (CMPv2).

e Offline (PKCS#10)

The PKI entity prints the local certificate enrollment request in PKCS#10
format and saves it as a file. Then the user transfers the file to the CA server
in out-of-band mode (web, disk, or email).

In addition, a PKI entity can issue a self-signed or local certificate to itself.

Certificate Issue

If an RA is available, the RA verifies the PKI entity's identity information when the
PKI entity applies for a local certificate from CA. After the PKI entity passes
verification, the RA sends the request to CA. The CA generates a local certificate
based on the public key and identity information of the PKI entity, and then
returns the local certificate information to the RA. If no RA is available, the CA
verifies the PKI entity.
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Certificate Storage

After the CA generates a local certificate, the CA or RA distributes the certificate to
the certificate/CRL database. Users can download or browse directory of the
certificates in the database.

Certificate Downloading

A PKI entity can download a local certificate, a CA/RA certificate, or a local
certificate of another PKI entity from the CA server using SCEP, CMPv2, LDAP,
HTTP, or out-of-band mode.

Certificate Installation

A downloaded certificate (a local certificate, CA/RA certificate, or certificate of
another PKI entity) must be installed on the device, that is, imported to the device
memory; otherwise, the certificate does not take effect.

Certificate Authentication

Before a PKI entity uses a certificate obtained from the peer, for example, for the
purposes of setting up a security tunnel or connection, the PKI entity authenticates
the certificate and CA (whether the certificate is valid and issued by the expected
CA). If the certificate is invalid, the PKI considers all certificates issued by this CA
invalid. This seldom occurs because a device renews the CA certificate before
expiration in normal situations.

The PKI entity uses CRL or Online Certificate Status Protocol (OCSP) to
authenticate certificates. In CRL mode, the PKI entity searches for the certificate in
the CRL stored in local memory. If the certificate is included in the CRL, it indicates
that the certificate has been revoked. If no CRL is available in local memory, a CRL
needs to be downloaded and installed. In OCSP mode, the PKI entity sends a
certificate status query message to the OCSP server, and the OCSP server returns
the certificate state, including valid (not revoked), expired (revoked), and
unknown (OCSP server cannot find the certificate status).

Certificate Renewal

When a certificate expires or the private key is leaked, the PKI entity must replace
the certificate. The PKI entity can apply for a new certificate or use SCEP or CMPv2
to renew the existing certificate.

When a certificate is about to expire, the device applies for a shadow certificate.
When the certificate expires, the shadow certificate becomes active.

The shadow certificate application process is the enrollment process for the new
certificate.

Certificate Revocation

When the user identity, user information, or public key is modified or user service
needs to be interrupted, a certificate revocation is required. Certificate revocation
unbinds a public key from the PKI entity's identity information. The CA uses CRL or
OCSPto revoke certificates for PKI entities, whereas a PKI entity revokes its own
certificate in out-of-band mode.
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16.2.3 PKI Working Mechanism

On a PKI network, a PKI entity applies for a local certificate from the CA and the
applicant device authenticates the certificate. Figure 16-9 shows the PKI working
process.

Figure 16-9 PKI working process
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A PKI entity applies for a CA certificate (CA server's certificate) from the CA.

2. When receiving the application request, the CA sends its own certificate to the
PKI entity.

3. The PKI entity installs the CA certificate.

If the PKI entity uses SCEP for certificate application, it computes a digital
fingerprint by using the hash algorithm on the received CA certificate, and
compares the computed fingerprint with that pre-defined for the CA server. If
the fingerprints are the same, the PKI accepts the CA certificate; otherwise, it
discards the CA certificate.
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4. The

PKI entity sends a certificate enrollment message (including the public

key carried in the configured key pair and PKI entity information) to the CA.

5. The

If the PKI entity uses SCEP for certificate application, it encrypts the
enrollment message using the CA certificate's public key and signs the
message using its own private key. If the CA server requires a challenge
password, the enrollment message must contain a challenge password,
which must be the same as the CA's challenge password.

If the PKI entity uses CMPv2 to apply for a local certificate, it uses an
external identity certificate (local certificate issued by another CA) or
MAC to authenticate the certificate.

"  External identity certificate

The PKI entity uses the CA certificate's public key to encrypt the
enrollment message and the external identity certificate's private key
for digital signature.

"= MAC

The PKI entity uses the CA certificate's public key to encrypt the
enrollment message and the message must contain the MAC
reference value and secret value (the values must be the same as
those of the CA).

CA receives the enrollment message from the PKI entity.

If the PKI entity uses SCEP to apply for a local certificate, the CA uses its
own private key to decrypt the enrollment message and the PKI entity's
public key to decrypt the digital signature, and verifies the digital
fingerprint. When the fingerprints are the same, the CA verifies the PKI
entity's identity information. When the PKI entity's identity information
passes verification, the CA accepts the application and issues a local
certificate to the PKI entity. The CA uses the PKI entity's public key to
encrypt the certificate and its own private key to digitally sign the
certificate, and sends the certificate to the PKI entity. At the same time,
the CA also sends the certificate to the certificate/CRL database.

If the PKI entity uses CMPv2 to apply for a local certificate, the CA can
use two modes:

®  External identity certificate

The CA uses its own private key to decrypt the enrollment message
and external identity certificate's public key to decrypt the digital
signature, and verifies the digital fingerprint. When the fingerprints
are the same, the CA verifies the PKI entity's identity information.
When the PKI entity's identity information passes verification, the CA
accepts the application and issues a local certificate to the PKI entity.
The CA uses the public key in the PKI entity's external identity
certificate to encrypt the certificate and its own private key to
digitally sign the certificate, and sends the certificate to the PKI
entity. At the same time, the CA also sends the certificate to the
certificate/CRL database.

"= MAC

The CA uses its own private key to decrypt the enrollment message
and verifies the MAC reference value and secret value. When the
reference value and secret value are the same as those on the CA
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6.

server, the CA verifies the PKI entity's identity information. When the
PKI entity's identity information passes verification, the CA accepts
the application and issues a local certificate to the PKI entity. The CA
then uses the PKI entity's public key to encrypt the certificate, and
issues the certificate to the PKI entity. At the same time, the CA also
sends the certificate to the certificate/CRL database.

The PKI entity receives the certificate from CA.

If the PKI entity has applied for a local certificate using SCEP, the PKI
entity uses its own private key to decrypt the certificate and the CA's
public key to decrypt the digital signature, and verifies the digital
fingerprint. If the digital fingerprint is the same as its local one, the PKI
entity accepts and installs the local certificate.

If the PKI entity has applied for a local certificate using CMPv2:

External identity certificate

The PKI entity uses the external identity certificate's private key to
decrypt the certificate and the CA's public key to decrypt the digital
signature, and verifies the digital fingerprint. If the digital fingerprint
is the same as its local one, the PKI entity accepts and installs the
local certificate.

MAC

The PKI entity uses its own private key to decrypt the certificate and
verifies the MAC reference value and secret value. If the reference
value and secret value are the same as the local ones, the PKI entity
accepts and installs the local certificate.

The PKI entities in a communication session need to obtain and install each
other's local certificates. The PKI entities can download the peer's local
certificates through HTTP or LDAP.

After the peer's local certificate is installed on the local end, the local end

uses CRL or OCSP to check whether the peer certificate is valid.

The PKI entities use the public keys in peer certificates for secure

communication only after they confirm that the peer certificates are valid.

If an RA is available in a PKI system, the PKI entities also need to download the
RA's certificate. The RA verifies the local certificate enrollment messages from PKI
entities, and forwards the messages to the CA after verifications are passed.

16.3 Application Scenarios for PKI

16.3.1 PKI Application in IPSec VPN

On the network shown in Figure 16-10, the firewalls function as egress gateways
of network A and network B. The internal users of the two networks communicate
through the Internet. To ensure data security over the Internet, the firewalls have
IPSec configured to set up an IPSec tunnel. Generally, IPSec can use pre-shared key
to negotiate the IPSec tunnel. However, using a pre-shared key on a large network
is not security and time consuming. To address this problem, the devices can use
PKI certificates to authenticate each other in PKI tunnel setup.
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Figure 16-10 PKI application in IPSec VPN
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After PKI is configured, communicating parties authenticate each other during IKE
negotiation. This ensures security in key exchange. In addition, the certificate
provides a centralized key management function for IPSec and enhances
scalability of the entire IPSec network. On an IPSec network with PKI configured,
each device has a locate certificate issued by the PKI authentication center. When
a new device is deployed, the new device can securely communicate with other
devices by applying for a certificate, and the configurations on other devices do
not need to be modified. This greatly reduces configuration workload.

16.4 Licensing Requirements and Limitations for PKI

Involved Network Elements

e  PKI authentication center (including CA server, certificate/CRL storage server,
and so on)

e  PKIl entity

Licensing Requirements

The PKI function is not under license control.

Feature Limitations

None.
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16.5 Default Settings for PKI

Table 16-3 Default settings for PKI

Parameter Default Setting
PKI entity None

PKI realm default

RSA key pair default

SM2 key pair None

Format of saved certificate request, PEM

certificate, and CRL

Certificate check method CRL

16.6 Summary of PKI Configuration Tasks

Table 16-4 describes the PKI configuration tasks.
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Table 16-4 PKI configuration tasks

Scenario

Description

Task

online.

Apply for the
local certificate

You can use SCEP or CMPv2
to apply for the local
certificate online. Both SCEP
and CMPv2 can be used for
automatic certificate update.
SCEP is easier to maintain
than CMPv2, but CMPv2 can
be used to apply for a local

certificate for another device.

When using SCEP to apply for
the local certificate, perform
the operations in the
following order:

1. 16.7.1 Preconfiguring a
Local Certificate

2. 16.7.2.1 Applying for and
Updating the Local
Certificate Through SCEP
in 16.7.2 Applying for and
Updating Local
Certificate

3. 16.7.5 Verifying the CA
and Local Certificates

When using CMPv2 to apply
for the local certificate,
perform the following
operations in order:

1. 16.7.1 Preconfiguring a
Local Certificate

2. 16.7.2.2 Applying for and
Updating the Local
Certificate Through
CMPv2 in 16.7.2 Applying
for and Updating Local
Certificate

3. 16.7.4 (Optional)
Installing the Local
Certificate

4. 16.7.5 Verifying the CA
and Local Certificates
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Scenario Description Task

Apply for the This is the only choice used When you generate the
local certificate | when the device is unable to | certificate application file on

offline. access the CA server due to the device, perform the
some reasons such as following operations in order:
network inaccessible. 1. 16.7.1 Preconfiguring a

You can generate the Local Certificate

certificate application fileon |5 16723 Applying for the
the device, and transfer the Local Certificate in

file to the CA to apply for a Offline Mode in 16.7.2
license in out of banq mode Applying for and
(for example, web, disk, and Updating Local
email). Alternatively, you can Certificate
directly send the certificate ]

3. 16.7.3 (Optional)

application information to the .
CA through web. Downloading a Local

Certificate

4. 16.7.4 (Optional)
Installing the Local
Certificate

5. 16.7.5 Verifying the CA
and Local Certificates

When you send the certificate
application information to the
CA through web, perform the
following operations in order:

1. Send certificate application
information to the CA
through web.

2. Download the CA
certificate, local certificate,
and key pair, and upload
them to the storage media.

3. Install the key pair. For
details, see 16.7.1.2
Configuring an RSA Key
Pair in 16.7.1
Preconfiguring a Local
Certificate.

4. Install the CA certificate.
For details, see 16.7.1.3.2
(Optional) Installing a
CA Certificate for a PKI
Entity in 16.7.1
Preconfiguring a Local
Certificate.

5. Install the local certificate.
For details, see 16.7.4
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Scenario Description Task

(Optional) Installing the
Local Certificate.

6. Verify the certificates. For
details, see 16.7.5
Verifying the CA and
Local Certificates.

16.7 Configuring PKI

16.7.1 Preconfiguring a Local Certificate

16.7.1.1 Configuring a PKI Entity

Context

Procedure

Step 1

Step 2

Step 3

Local certificates are signed and issued by the CA. A local certificate is a bundle of
public key and PKI entity. PKI entity information contains the identity information
of the entity. The CA identifies a certificate applicant based on identity
information provided by the entity. Therefore, the PKI entity must send the
certificate enrollment request carrying PKI entity information to the CA when
applying for a local certificate.

Run system-view
The system view is displayed.
Run pki entity entity-name

A PKI entity is created and the PKI entity view is displayed; or the PKI entity view is
displayed directly.

By default, no PKI entity is configured.

L] NOTE
Windows Server 2003 has a low processing performance. When the device is connected to a
Windows Server 2003, the device cannot have too many entities configure or use the key pair
with a large size. Otherwise, the device may fail to connect to the server.

Run common-name common-name
A common name is configured for the PKI entity.

By default, no common name is configured for a PKI entity.

To uniquely identify an applicant, you can run the following optional commands
to configure the alias name for the PKI entity. If you do not configure alias names
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for the PKI entities that have the same common name, each of them will fail to
apply for a certificate.

Step 4 (Optional) Run ip-address [ unstructed-address ] { ipv4-address | interface-type
interface-number }

An IP address is configured for the PKI entity.
By default, no IP address is configured for a PKI entity.

If the enrollment-request specific command is executed, the unstructed-name
parameter can be specified for the PKI entity.

Step 5 (Optional) Run fgdn [ unstructed-name ] 7gdn-name
A fully qualified domain name (FQDN) is configured for the PKI entity.
By default, no FQDN name is configured for a PKI entity.

If the enrollment-request specific command is executed, the unstructed-name
parameter can be specified for the PKI entity.

Step 6 (Optional) Run email email-address
An email address is configured for the PKI entity.
By default, no email address is configured for a PKI entity.
Step 7 (Optional) Run country country-code
A country code is configured for the PKI entity.
By default, no country code is configured for a PKI entity.
Step 8 (Optional) Run locality locality-name
A geographic area is configured for the PKI entity.
By default, no geographic area is configured for a PKI entity.
Step 9 (Optional) Run state state-name
A state name or province name is configured for the PKI entity.
By default, no state name or province name is configured for a PKI entity.
Step 10 (Optional) Run organization organization-name
An organization name is configured for the PKI entity.
By default, no organization name is configured for a PKI entity.
Step 11 (Optional) Run organization-unit organization-unit-name
A department name is configured for the PKI entity.
By default, no department name is configured for a PKI entity.
Step 12 (Optional) Run serial-number
The serial number of a device is added to the PKI entity.
By default, the serial number of a device is not added to the PKI entity.

--—-End
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16.7.1.2 Configuring an RSA Key Pair

Context

Local certificates are signed and issued by the CA. A local certificate is a bundle of
public key and PKI entity. Therefore, before applying for a local certificate, you
must configure the RSA key pair to generate public and private keys. The public
key is sent by the PKI entity to CA, and the peer uses this key to encrypt plaintext.
The private key is kept by the PKI entity itself, and the PKI entity uses it to digitally
sign and decrypt the ciphertext from peer.

You can configure an RSA key pair using either of the following methods:

Procedure

Create an RSA key pair.

You can directly create a key pair on the device, removing the need to import
the key pair to the device memory.

Import an RSA key pair.

To use the key pair generated by another PKI entity, upload the key pair to
the device through FTP or SFTP and then import it into the device memory.
Otherwise, the key pair does not take effect on the device.

Step 1 Run system-view

The system view is displayed.

Step 2 Run the following commands as required.

Create an RSA key pair.

Run pki rsa local-key-pair create key-name [ modulus modulus-size ]
[ exportable ]

An RSA key pair is created to apply for a local certificate.
Import an RSA key pair.

Run pki import rsa-key-pair key-name { pem | pkes12 } file-name
[ exportable ] [ password password ]

Or run pki import rsa-key-pair key-name der file-name [ exportable ]
The specified RSA key pair and certificate in the specified file are imported
into the device memory.

(1] NOTE

Only when the exportable parameter is specified in the command, the imported RSA key
pair can be exported.

Windows Server 2003 has a low processing performance. When the device is connected to
a Windows Server 2003, the device cannot have too many entities configure or use the key
pair with a large size. Otherwise, the device may fail to connect to the server.

--—-End

Follow-up Procedure

To back up RSA key pairs or use RSA key pairs on other devices, run the pki
export rsa-key-pair key-name [ and-certificate certificate-name ] { pem
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file-name [ 3des | aes | des ] | pkcs12 file-name } password password
command to export the specified RSA key pair into the device memory. In
addition to the RSA key pair, its associated certificate will also be exported.
Subsequently, the RSA key pair can be obtained using FTP or SFTP.

e When RSA key pairs are leaked, damaged, lost or not used, run the pki rsa
local-key-pair destroy key-name command to destroy a specified RSA key
pair.

After this command is executed, the specified RSA key pair is deleted from the
active device, and it is also deleted from the standby device.

e To check the RSA key pair corresponding to a certificate, run the pki match-
rsa-key certificate-filename file-name command to configure a device to
search for the RSA key pair associated with a specific certificate.

16.7.1.3 Configuring a PKI Entity to Obtain a CA Certificate

Context

When applying for a local certificate, the PKI entity sends the certificate
enrollment request to the CA. To improve transmission security, the PKI entity
must use the CA's public key to encrypt the certificate enrollment message.
Therefore, the PKI entity must have the CA's certificate and obtain the public key
from the CA certificate.

(11 NOTE

The CA and local certificates have been set in the default domain when a device is
delivered. To view the CA certificate information, run the display pki certificate ca realm
default command.

Configuration Procedure

A PKI entity must download and then install a CA certificate.

16.7.1.3.1 Downloading a CA Certificate for a PKI Entity

Context

Several methods are available to download a CA certificate, depending on the
service types provided by the CA:

e Download the CA certificate from the CA server through SCEP into the device
storage.

e Download the CA certificate from the web server to the device storage
through HTTP.

e Download the CA certificate from the server where the certificate is stored to
the device storage through LDAP.

e Download the CA certificate from the CMPv2 server through CMPv2 into the
device storage.

e Obtain the CA certificate in an outbound way (web, disk, or email) and then
upload it to the device storage.
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If a PKI entity applies for a local certificate through CMPv2, the root certificate of
the CA server is downloaded.

Procedure

Download a CA certificate through SCEP.

For the configuration about downloading CA certificate through SCEP, see
16.7.2.1 Applying for and Updating the Local Certificate Through SCEP.
Download a CA certificate through the Hypertext Transfer Protocol (HTTP).

a. Run system-view

The system view is displayed.
b. Run pki http [ esc ] url-address save-name

A CA certificate is downloaded through HTTP.

url-address must include a complete certificate file name and file name
extension, for example, http://10.1.1.1:8080/cert.cer. If url-address
specifies a domain name, ensure that the domain name can be resolved.

Download a CA certificate through the Lightweight Directory Access Protocol
(LDAP).

a. Run system-view

The system view is displayed.

b. Run pki ldap ip /p-address port port version version [ attribute attr-
value ] [ authentication /dap-dn ldap-password ] save-name dn dn-
value

A CA certificate is downloaded through LDAP.
Download a CA certificate through CMPv2.
For the configuration about downloading CA certificate through CMPv2, see
16.7.2.2 Applying for and Updating the Local Certificate Through CMPv2.
Download a CA certificate in an outbound way.
After you obtain a CA certificate in an outbound way (web, disk, or email),
manually upload it to the device storage. You can also download a CA

certificate through the administrator's PC and then upload it to the device
storage through FTP or SFTP, or web system.

--—-End

16.7.1.3.2 (Optional) Installing a CA Certificate for a PKI Entity

Context

A downloaded CA certificate must be imported into the device memory to take
effect. The device will store the imported certificate file to the ca_config.ini file in
the default directory and automatically load the certificate file after restarting.
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Procedure

Step 1

Step 2

Step 3

(11 NOTE

To prevent a failure to install the CA certificate, ensure that the CA certificate file size does
not exceed 1 MB.

When the SCEP is used, the device automatically installs the CA certificate, and you do not
need to manually install the CA certificate.

Run system-view
The system view is displayed.

Run pki import-certificate { ca realm realm-name { der | pkcs12 | pem }
[ filename filename] [ replace ] [ no-check-validate ] [ no-check-hash-alg ] |
realm realm-name pem terminal password password }

Or run pki import-certificate ca realm realm-name pkcs12 filename filename
[ no-check-validate ] [ no-check-hash-alg ] password password

The CA certificate is imported into the device memory.
(Optional) Run pki set-certificate expire-prewarning day

The expiry prewarning time of the CA certificate in the device memory is
configured.

The default expiry prewarning time of the CA certificate in the device memory is 7
days.

--—-End

Follow-up Procedure

e To copy a CA certificate to another device, run the pki export-certificate ca
realm realm-name { der | pem | pkcs12 } command. Subsequently, the CA
certificate is exported into the device storage. Subsequently, the CA certificate
can be obtained through FTP or SFTP.

e To copy a default built-in CA certificate to another device, run the pki export-
certificate default ca filename filename command. Subsequently, the
default built-in CA certificate is exported into the device storage.
Subsequently, the CA certificate can be obtained through FTP or SFTP.

e If a CA certificate expires or is not in use, run the pki delete-certificate ca
realm realm-name command to delete the CA certificate from the device
memory.

16.7.1.4 Verifying the Local Certificate Preconfiguration

Prerequisites

Procedure

A PKI entity, an RSA key pair, and a CA certificate have been configured.

e Run the display pki entity [ entity-name] command to check PKI entity
information.
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e Run the display pki rsa local-key-pair { pem | pkcs12 } filename [ password
password] command to check RSA key pair information.

e Run the display pki rsa local-key-pair [ name key-name ] public
[ temporary ] command to check RSA public key information.

e Run the display pki realm [ realm-name] command to check PKI realm
information.

e Run the display pki certificate ca realm realm-name command to check the
loaded CA certificate.

e Run the display pki credential-storage-path command to check the default
path where a PKI certificate is stored.

e Run the display pki ca-capability realm realm-name command to check the
CA capabilities of a PKI domain.

--—-End

16.7.2 Applying for and Updating Local Certificate

Context
L] NOTE
The CA and local certificates have been set in the default domain when a device is
delivered. To view the local certificate information, run the display pki certificate local
realm default command.
Prerequisites

The 16.7.1 Preconfiguring a Local Certificate is complete.

Configuration Procedure

Select one of the following methods to apply for and update a local certificate.

16.7.2.1 Applying for and Updating the Local Certificate Through SCEP

Context

Two methods are available to apply for the local certificate for a PKI entity
through the Simple Certificate Enrollment Protocol (SCEP):

e Automatic local certificate application and update

If the configuration required for local certificate application has been
performed and the device has no local certificate, the device automatically
applies for the local certificate through SCEP. Alternatively, if the local
certificate will expire soon, has expired, or reaches the specified percentage of
validity period, the device automatically applies for and updates the local
certificate through SCEP.

e Manual local certificate application

If the configuration required for local certificate application has been
performed and the device has no local certificate, the device is manually
triggered to apply for the local certificate through SCEP. If the local certificate
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will expire soon, has expired, or reaches the specified percentage of validity
period, the device does not automatically apply for and update the local
certificate through SCEP.

When you use either of the two methods to apply for the local certificate, the
device obtains the CA certificate, saves it to the device storage and automatically
imports it to the device memory. Then the device uses the public key in the CA
certificate to encrypt its local certificate enrollment request and sends it to CA to
apply for a local certificate. Finally the device saves the local certificate to the
device storage and imports it to the device memory automatically.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run pki file-format { der | pem }
The file format in which the device stores the certificate is configured.
By default, the device stores the certificate into a PEM file.

Step 3 Run pki realm realm-name

A PKI realm is created and the PKI realm view is displayed; or the PKI realm view
is displayed directly.

By default, the device has a PKI realm named default. This realm can only be
modified but cannot be deleted.

A PKI realm is valid only on the local device and unavailable to certificate
authorities (CAs) or other devices. Each PKI realm has its own parameters.

Step 4 Run ca id ca-name
A trusted CA is configured for the PKI realm.
By default, no trusted CA is configured for a PKI realm.
ca-name specifies the name of a CA server.
Step 5 Run entity entity-name
A PKI entity that applies for a local certificate is specified.
By default, no PKI entity that applies for a local certificate is specified.

The PKI entity specified by entity-name must have been created using the pki
entity command.

Step 6 Run rsa local-key-pair key-name
The RSA key pair used in SCEP-based certificate application is configured.

By default, the RSA key pair used in SCEP-based certificate application is not
configured.

The RSA key pair specified by key-name must have been created using the pki rsa
local-key-pair create command.
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Step 7

Step 8

Step 9

Step 10

Step 11

(Optional) Run key-usage { ike | ssl-client | ssl-server }

The certificate public key usage attribute is configured.

By default, no certificate public key usage attribute is configured.

(Optional) Run source interface /interface-type interface-number

The source interface used in TCP connection setup is specified.

By default, the source interface used in a TCP connection is an egress interface.
The source interface must be a Layer 3 interface with an IP address configured.
(Optional) Run enrollment-request specific

The device is configured to use a certificate request packet of a specific format to
apply for a certificate from the CA server.

By default, the device uses a certificate request packet of the standard format to
apply for a certificate from the CA server.

(Optional) Run extension-request enterprise

The extended attribute in the certificate enrollment request carries the object ID
defined by Verisign.

By default, the extended attribute in the certificate enrollment request carries the
object ID defined by PKCS#9.

To insert the object ID defined by Verisign into the local certificate extended
attribute, run this command.

Run enrollment-url [ esc ] url [ interval minutes] [ times count] [ ra ]
A CA server URL is configured.

By default, the CA server URL is not configured.

Pay attention to the following points:

e If the esc parameter is not specified in the command, the URL format is
http://server _location/ca_script location.

server_location supports the IP address format or domain name format.
ca_script_location is the path where CA server host's application script is
located. For example, when the Windows server functions as the CA server,
the URL format is http:// host.port/certsrv/mscep/mscep.dll. Aost is the CA
server's IP address, and port is the CA server's port number. If the CA server's
IP address is 10.1.1.1 and port number is 8080, the URL is http://
10.1.1.1:8080/certsrv/mscep/mscep.dll.

e If the esc parameter is specified, the URL that contains a question mark (?)
can be entered in ASCII format.

The esc parameter is specified to allow a URL that contains a question mark
(?) to be entered in ASCII format. The URL must be in \x3f format, in which 3f
is a hexadecimal ASCII value of question mark (?). For example, if a user
wants to enter http://***.com?page1, the corresponding URL is http://***.com
\x3fpage1. If the user also wants to enter question mark (?) and \x3f (http://
www.*** com?page1\x3f), the corresponding URL is http://www.***.com
\x3fpage1\\x3f.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 777



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 16 PKI Configuration

Step 12

Step 13

Step 14

Step 15

e If certificate requests are manually processed on the CA server, it may take a
long period of time to issue a certificate. The PKI entity applying for a
certificate needs to periodically send queries to obtain the issued certificate in
time. To adjust the certificate enrollment query interval and maximum
number of queries, configure the interval and times parameters.

e If the ra parameter is specified, an RA authenticates a PKI entity's identity
information during local certificate application. By default, a CA authenticates
a PKI entity's identity information during local certificate application.

Run enrollment-request signature message-digest-method { md5 | sha1 |
sha-256 | sha-384 | sha-512 }

The digest algorithm used to sign certificate enrollment requests is configured.

By default, the digest algorithm used to sign certificate enrollment requests is
sha-256.

SHAZ2 algorithms are more secure than md5 and sha1 algorithms and so are
recommended.

The digest algorithm used on a PKI entity must be the same as that used on the
CA server.

Run password cipher password

The challenge password used in SCEP certificate application is configured. The
challenge password is also called certificate revocation password.

By default, the challenge password used in SCEP certificate application is not
configured.

The challenge password used on a PKI entity must be the same as that configured
on the CA server. If the CA server does not require a challenge password, this
challenge password does not need to be configured.

Run fingerprint { md5 | sha1 | sha256 } fingerprint
The CA certificate fingerprint used in CA certificate authentication is configured.

By default, the CA certificate fingerprint used in CA certificate authentication is
not configured.

The fingerprint needs to be obtained offline from a CA server. For example, when
Windows Server 2008 functions as the CA server, access the web page address
http:// host.port/certsrv/mscep_admin/ to obtain the CA certificate fingerprint. In
the web page address, Aost specifies the CA server's IP address, and port specifies
the CA server's port number.
Configure the local certificate application and update mode.
e Configure automatic application and update of local certificate.
Run auto-enroll [ percent] [ regenerate [ key-bit] ] [ updated-effective ]
The automatic certificate application and update function is enabled.

By default, the automatic certificate application and update function is
disabled.

e Configure manual local certificate application.

a. Run quit
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--—-End

Return to the system view.

b. Run pki enroll-certificate realm realm-name [ password password ]
Manual certificate application is configured.
If the password command is configured, the password parameter does
not need to be specified. If both the password command and password
parameter are configured, the password parameter setting takes effect.

16.7.2.2 Applying for and Updating the Local Certificate Through CMPv2

Context

If the device can access a CA and the CA supports the Certificate Management
Protocol version 2 (CMPv2), the device can apply for and update the local
certificate through CMPv2.

CMPv2-based local certificate application applies to the following situations:

Initial local certificate application using an initialization request (IR)

The device sends the CA an IR to apply for the local certificate for the first
time. In this situation, the device shows its identity to the CMPv2 server in
either of the following ways:

Message authentication code: The device and CMPv2 server share a pair
of message authentication code's reference values and secret values.
When applying for the local certificate for the first time, the device adds
this pair of reference values and key values to a certificate request and
sends the request to the CMPv2 server. The CMPv2 server validates the
reference values and secret values to authenticate the device.

Signature: The device sends an IR to the CA to initiate a certificate
request and uses the private key for the certificate issued by another CA
for signature protection.

Local certificate application for another device using a certification request

(CR)

The device has the local certificate issued by the CA and needs to apply for an
additional local certificate for another device. In this situation, the device uses

the existing certificate for identity authentication.

CMPv2 supports two local certificate update modes:

Manual certificate update using a key update request (KUR)

A KUR, also called certificate update request, is used to update the device's

existing certificate that has not expired and not revoked. During local
certificate update, the device uses the existing certificate for identity

authentication. The device can use the new or previous public key to update

the local certificate.

Applying for a local certificate using an IR is insecure. You are advised to
update the local certificate and key pair using a KUR.

Automatic certificate update
The device must apply for a new certificate before the existing certificate

expires to prevent service interruptions. In manual certificate update mode,
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

the device is more likely to forget certificate update. To avoid this problem,
the device supports automatic certificate update. When the system detects
that the certificate automatic update time expires, the system initiates a
certificate update request to the CMPv2 server. The obtained new certificate
will replace the certificate file in the device storage and certificate in the
device memory without interrupting services.

This method can be used to automatically update the local certificate
obtained using an IR or updated using a KUR.

Run system-view

The system view is displayed.

Run pki file-format { der | pem }

The file format in which the device stores the certificate is configured.
By default, the device stores the certificate into a PEM file.

Run pki realm realm-name

A PKI realm is created and the PKI realm view is displayed; or the PKI realm view
is displayed directly.

By default, no PKI realm is created.
Run quit

Return to the system view.

Run pki cmp session session-name

A CMP session is created and the CMP session view is displayed; or the CMP
session view is displayed directly.

By default, no CMP session is created.

A CMP session is valid only on the local device and is unavailable to the CA and
other devices.

Run cmp-request entity entity-name

The PKI entity name used in CMPv2-based certificate application is configured for
the device.

By default, the pki entity name used in CMPv2-based certificate application is not
configured.

Run cmp-request ca-name ca-name
The CA name is configured for the CMP session.
By default, no CA name is configured for a CMP session.

The sequence of each field in the configured CA name must be the same as that
in the CA certificate. Otherwise, the CMPv2 server considers the CA name
incorrect.
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Step 8

Step 9

Step 10

Step 11

Step 12

Run cmp-request server url [ esc ] url-addr
The CMPv2 server URL is configured.
By default, the CMPv2 server URL is not configured.

url-addr can be the IP address or domain name format. If it is set to the domain
name format, Domain Name System (DNS) must be correctly configured on a PKI
entity so that the pki entity can resolve the domain name through the DNS server.

Run cmp-request rsa local-key-pair key-name [ regenerate [ key-bit] ]
The RSA key pair used in CMPv2-based certificate application is configured.

By default, the RSA key pair used in CMPv2-based certificate application is not
configured.

If the regenerate parameter is specified, the system generates a new RSA key pair
to apply for a new certificate and uses the new certificate and RSA key pair to
replace the previous ones during automatic certificate update. Otherwise, the
system continues to use the previous RSA key pair during automatic certificate
update.

Run cmp-request realm realm-name
The PKI realm used in CMPv2-based certificate application is configured.

By default, the PKI realm used in CMPv2-based certificate application is not
configured.

(Optional) Run cmp-request verification-cert cert-file-name
The certificate file used to validate the CA response signature is configured.

By default, the certificate file used to validate the CA response signature is not
configured.

e If this command is configured and the CMPv2 server signs its certificate
response, the device uses the certificate configured using this command to
validate the server's response signature. The configured certificate is a CA
certificate used to verify a CA's identity.

e If this command is not configured and the CMPv2 server signs its certificate
response, the device uses the certificates on the device and in the server's
response to build a certificate chain and then validate the server's response
signature. If the server uses the message authentication code to authenticate
packets, the device uses the configured message authentication code to
validate the server's response packet.

Apply for the local certificate according to the actual situation.
e Initial local certificate application using an IR

a. Run cmp-request origin-authentication-method { message-
authentication-code | signature }

The authentication mode of CMPv2-based initial local certificate
application is configured.

By default, the authentication mode of CMPv2-based initial local
certificate application is message authentication code.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 781



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 16 PKI Configuration

"  message-authentication-code specifies the message authentication
code mode. When this mode is selected, perform Step 12.b.

®  signature specifies the signature mode. When this mode is selected,
perform Step 12.c.

Run cmp-request message-authentication-code reference-value secret-
value

The message authentication code's reference values and secret values are
configured.

By default, the message authentication code's reference values and secret
values are not configured.

The message authentication code's reference values and secret values
need to be obtained from the CMPv2 server in an outband way.

Run emp-request authentication-cert cert-name

The certificate carried in a CMPv2 request for identity authentication is
configured.

By default, the certificate carried in a CMPv2 request for identity
authentication is not configured.

This certificate is an additional certificate and must be issued by another
trusted certificate authority.

Run quit
Return to the system view.
Run pki cmp initial-request session session-name

The device sends an IR to apply for the local certificate with the CMPv2
server according to the CMP session configuration for the first time.

After this command is configured, the system first checks the CMP
session configuration to determine whether it can apply for the local
certificate. If the condition is not met, an error message is displayed. If
the condition is met, the system initiates an initial certificate request
according to the configuration. The obtained certificate is saved in a file
to the device storage without being imported into the memory. If the
server provides a CA certificate in a response, the CA certificate is also
saved in a file.

Local certificate application for another device using a CR

a.

Run cmp-request authentication-cert cert-name

The certificate carried in a CMPv2 request for identity authentication is
configured.

By default, the certificate carried in a CMPv2 request for identity
authentication is not configured.

This certificate is the local certificate that the CA has issued to the device.
Run quit

Return to the system view.

Run pki cmp certificate-request session session-name

The device sends a CR to apply for the local certificate with the CMPv2
server according to the CMP session configuration.
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After this command is configured, the system first checks the CMP
session configuration to determine whether it can update the local
certificate. If the condition is not met, an error message is displayed. If
the condition is met, the system initiates a certificate update request
according to the configuration. The obtained certificate is saved in a file
to the device storage without being imported into the memory.

Step 13 Update the local certificate according to the actual situation.

Manual certificate update using a KUR

a.

Run pki cmp session session-name
The CMP session view is displayed directly.
Run cmp-request authentication-cert cert-name

The certificate carried in a CMPv2 request for identity authentication is
configured.

By default, the certificate carried in a CMPv2 request for identity
authentication is not configured.

This certificate is the local certificate that the CA has issued to the device
and needs to be replaced by a new local certificate.

Run quit
Return to the system view.
Run pki cmp keyupdate-request session session-name

The device sends the CMPv2 server a KUR to update the key according to
the CMP session configuration.

When the device requests to update the key with the CMPv2 server, it
also applies for a new local certificate.

After this command is configured, the system first checks the CMP
session configuration to determine whether it can update the local
certificate. If the condition is not met, an error message is displayed. If
the condition is met, the system initiates a certificate update request
according to the configuration. The obtained certificate is saved in a file
to the device storage without being imported into the memory.

Automatic certificate update

a.

Run pki cmp session session-name
The CMP session view is displayed directly.
Run emp-request authentication-cert cert-name

The certificate carried in a CMPv2 request for identity authentication is
configured.

By default, the certificate carried in a CMPv2 request for identity
authentication is not configured.

This certificate is the local certificate that the CA has issued to the device
and needs to be replaced by a new local certificate.

Run certificate auto-update enable
The CMPv2-based automatic certificate update function is enabled.

By default, the CMPv2-based automatic certificate update function is
disabled.
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d. Run certificate update expire-time valid-percent

The time when the local certificate is updated automatically is
configured. The value is expressed as the percentage of the certificate
validity period.

The default certificate update time is 50% of the certificate validity
period.

After this command is configured, the system initiates a certificate
update request and determines whether to create a new RSA key pair
according to the cmp-request rsa local-key-pair command configuration
when finding that the automatic certificate update time reaches the
value specified by valid-percent. After the new certificate is obtained, the
system replaces the previous certificate and RSA key pair with the new
ones.

e. Run quit
Return to the system view.

Step 14 (Optional) Run undo pki cmp poll-request session session-name

The ongoing CMP poll request is cancelled.

If the server cannot respond to the client within a specified period after the client
initiates a certificate-related request, the server requires the client to send a poll

request at an interval until it responds to the client. If the client does not want to
wait, it can cancel the ongoing CMP poll request to cancel certificate application.

--—-End

16.7.2.3 Applying for the Local Certificate in Offline Mode

Context

Procedure

Step 1

Step 2

If the CA server does not support SCEP or CMPv2, configure the device to apply for
the local certificate in offline mode. Users generate a certificate request file on the
device and then send the file to the CA in an outbound way (web, disk, or email)
to apply for the local certificate. After applying for the certificate, users still need
to download the certificate from the server where the certificate is stored and save
it to the device storage.

Run system-view
The system view is displayed.
Run pki realm realm-name

A PKI realm is created and the PKI realm view is displayed; or the PKI realm view
is displayed directly.

By default, the device has a PKI realm named default. This realm can only be
modified but cannot be deleted.

A PKI realm is valid only on the local device and unavailable to certificate
authorities (CAs) or other devices. Each PKI realm has its own parameters.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Run entity entity-name
A PKI entity that applies for a local certificate is specified.
By default, no PKI entity that applies for a local certificate is specified.

The PKI entity specified by entity-name must have been created using the pki
entity command.

Run rsa local-key-pair key-name
The RSA key pair used in offline mode certificate application is configured.

By default, the RSA key pair used in offline mode certificate application is not
configured.

Run enrollment-request signature message-digest-method { md5 | sha1 |
sha-256 | sha-384 | sha-512 }

The digest algorithm used to sign certificate enrollment requests is configured.

By default, the digest algorithm used to sign certificate enrollment requests is
sha-256.

Other algorithms are more secure than md5 and sha1 algorithms and so are
recommended.

The digest algorithm used on a PKI entity must be the same as that used on the
CA server.

(Optional) Run key-usage { ike | ssl-client | ssl-server }

The certificate public key usage attribute is configured.

By default, no certificate public key usage attribute is configured.
(Optional) Run enrollment-request specific

The device is configured to use a certificate request packet of a specific format to
apply for a certificate from the CA server.

By default, the device uses a certificate request packet of the standard format to
apply for a certificate from the CA server.

(Optional) Run extension-request enterprise

The extended attribute in the certificate enrollment request carries the object ID
defined by Verisign.

By default, the extended attribute in the certificate enrollment request carries the
object ID defined by PKCS#9.

To insert the object ID defined by Verisign into the local certificate extended
attribute, run this command.

Run quit
Return to the system view.
Run pki file-format { der | pem }

The file format in which the device stores the certificate and certificate request is
configured.
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Step 11

Step 12

By default, the device stores the certificate and certificate request into a PEM file.

Run pki enroll-certificate realm realm-name pkcs10 [ filename filename ]
[ password password ]

The device is configured to save certificate application information into a file in
PKCS#10 format.

The challenge password used on a PKI entity must be the same as that configured

on the CA server. If the CA server does not require a challenge password, this
challenge password does not need to be configured.

Enable the device to send the CA the certificate request file in an outbound way

(web, disk, or email) to apply for the local certificate.

--—-End

16.7.2.4 Verifying the Local Certificate Application and Update
Configuration

Prerequisites

Procedure

The local certificate application and update configuration has been completed.

e Run the display pki realm [ rea/m-name ] command to check PKI realm
information.

e Run the display pki credential-storage-path command to check the default

path where a PKI certificate is stored.

e Run the display pki certificate enroll-status [ realm realm-name]
command to check the certificate enrollment status.

e Run the display pki cert-req filename file-name command to check the
certificate request file.

e Run the display pki cmp statistics [ session session-name] command to
check CMP session statistics.

e Run the display pki certificate { ca | local } realm realm-name command
check the loaded CA certificate and local certificate.

--—-End

16.7.3 (Optional) Downloading a Local Certificate

Context

If the device applies for the local certificate through SCEP or CMPv2, it
automatically downloads the local certificate. The local certificate needs to be
downloaded only when the local certificate is applied for in offline mode.

The device often obtains the local certificate using the following methods
depending on the service types provided by the CA server:

e Download the local certificate from the web server to the device storage
through HTTP.

to
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e Download the local certificate from the server where the certificate is stored
to the device storage through LDAP.

e Obtain the local certificate in an outbound way (web, disk, or email) and then
upload it to the device storage.

Prerequisites

The device has applied for the local certificate in offline mode, and the local
certificate has been enrolled on the CA successfully.

Procedure
e Download the local certificate through HTTP.
a. Run system-view

The system view is displayed.
b. Run pki http [ esc ] url-address save-name

The device is configured to download the local certificate through HTTP.

url-address must include a complete certificate file name and file name
extension, for example, http://10.1.1.1:8080/cert.cer. If url-address
specifies a domain name, ensure that the domain name can be resolved.

e Download the local certificate through LDAP.
a. Run system-view

The system view is displayed.

b. Run pki ldap ip /p-address port port version version [ attribute attr-
value ] [ authentication /ldap-dn ldap-password] save-name dn dn-
value
The device is configured to download the local certificate through LDAP.

e Download the local certificate in an outbound way (web, disk, or email).

After you obtain the local certificate in an outbound way (web, disk, or

email), manually upload it to the device storage. You can also download the

local certificate through the administrator's PC and then upload it to the
device storage through FTP or SFTP, or web system.

--—-End

Verifying the Configuration

e Run the display pki credential-storage-path command to check the default
path where a PKI certificate is stored.

e  Run the dir (user view) command to check the local certificate file in a
storage device.

16.7.4 (Optional) Installing the Local Certificate

Context

The downloaded local certificate must be imported into the device memory to
take effect. The device will store the imported certificate file to the ca_config.ini
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file in the default directory and automatically load the certificate file after

restarting.
Prerequisites
The local certificate has been downloaded, and the certificate file has been stored
to the device storage.
LI NOTE
To prevent a failure to install the local certificate, ensure that the certificate file size does
not exceed 1 MB.
You need to manually install the local certificate when the local certificate is applied offline
or the CMPv2 method is configured. When the SCEP method is configured, the device
automatically downloads the local certificate.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run pki import-certificate { local realm realm-name { der | pkcs12 | pem }
[ filename filename] [ replace ] [ no-check-validate ] [ no-check-hash-alg ] |
realm realm-name pem terminal password password }

Or run pki import-certificate local realm realm-name pkcs12 filename filename
[ no-check-validate ] [ no-check-hash-alg ] password password

The local certificate is imported into the device memory.

A key pair file may be included in the certificate file, or exist independently of the
certificate file. The import methods are different.
e A certificate file contains a key pair file.

Run the pki import rsa-key-pair command to import the certificate and key
pair files simultaneously.

(10 NOTE

If a certificate file contains a key pair file, the pki import-certificate command imports
only the certificate file, but not the key pair file. To import the key pair file, run the pki
import rsa-key-pair command after the pki import-certificate command.

e The key pair file is independent of the certificate file.
a. Import the certificate file.
Run the pki import-certificate command.
b. Import the key pair file.
Run the pki import rsa-key-pair command.

Step 3 (Optional) Run pki set-certificate expire-prewarning day

The expiry prewarning time of the local certificate in the device memory is
configured.
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The default expiry prewarning time of the local certificate in the device memory is
7 days.

----End

Follow-up Procedure

e To copy the local certificate to another device, run the pki export-certificate
local realm real/m-name { der | pem | pkcs12 } command. Subsequently, the
local certificate is exported into the device storage. Subsequently, the local
certificate can be obtained through FTP or SFTP.

e To copy a default built-in local certificate to another device, run the pki
export-certificate default local filename filename command. Subsequently,
the default built-in local certificate is exported into the device storage.
Subsequently, the local certificate can be obtained through FTP or SFTP.

Verifying the Configuration

Run the display pki certificate local realm realm-name command to check the
loaded local certificate.

16.7.5 Verifying the CA and Local Certificates

Prerequisites

The task of 16.7.4 (Optional) Installing the Local Certificate is complete.

Configuration Procedure

Perform the following operations in sequence:
16.7.5.1 Configuring Local Certificate Check

Context

The PKI entity periodically validates the peer certificate, for example, whether the
peer certificate expires and whether it is added to CRL. There are three ways to
check certificate status: CRL, OCSP, and None.

e CRL

If the CA server can function as a CRL distribution point (CDP), the certificate
issued by CA contains the CDP information about obtaining the certificate
CRL. The PKI entity then uses the specified method (HTTP or LDAP) to find
out the CRL from the specified location and download the CRL.

If the CDP URL is configured for a PKI entity, the PKI entity obtains the CRL
from the specified URL. If the CA server cannot function as a CDP, the PKI
entity uses SCEP to download the CRL.

When the PKI entity authenticates the local certificate, the PKI entity searches
for the certificate in the CRL stored in local memory. If the certificate is
included in the CRL, it indicates that the certificate has been revoked. If no
CRL is available in local memory, the CRL needs to be downloaded and
installed.
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e OCSP

When two PKI entities use certificates to perform IPSec negotiation, they
check the peer certificate status through OCSP in real time.

OCSP does not require the PKI entity frequently download CRL. When a PKI
entity accesses an OCSP server, the entity requests the certificate status. The
OCSP server replies with a valid, expired, or unknown state.

- Valid indicates that the certificate has not been revoked.
- Expired indicates that the certificate has been revoked.

- Unknown indicates that the OCSP server does not know the certificate
status.

e None

If no CRL or OCSP server is available to the PKI entity or the PKI entity does
not need to check the local certificate status, this mode can be used. In this
mode, the PKI entity does not check certificate revocation.

Procedure

1. Run system-view
The system view is displayed.
2. Run pki realm realm-name

A PKI realm is created and its view is displayed, or the view of an existing PKI
realm is displayed.

By default, the device has a PKI realm named default. This realm can only be
modified but cannot be deleted.

3. Run certificate-check { { crl | ocsp } “ [ none ] | none }

The method to check whether certificate revocation is configured in the PKI
realm.

By default, the system checks using CRLs whether a certificate in the PKI
realm is revoked.

If multiple certificate status check methods are configured, these methods are
used in the configuration sequence. The later method is used only when the
previous method is unavailable because, for example, the server cannot be
connected. If None is configured, a certificate is considered valid when all the
previous methods are unavailable. For example, after the certificate-check
crl ocsp none command is executed, the PKI entity uses CRL to check
certificate status first. If the CRL method is unavailable, the PKI entity uses
OCSP. If neither CRL nor OCSP is available, the certificate is considered valid.

4. Select a method to check peer certificate status according to the service types
provided by the CA:

- Automatic CRL Update
- Manual CRL Update
- OCSP

Automatic CRL Update

1.  Run quit
Return to the system view.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 790



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 16 PKI Configuration

2. (Optional) Run pki file-format { der | pem }
The format of saved CRL is set.
By default, CRL is saved in PEM format.
3. Run pki realm realm-name
The view of an existing PKI realm is displayed.
4. Run crl auto-update enable
Automatic CRL update is enabled.
By default, automatic CRL update is enabled.
5. Run crl update-period /interval
The interval for automatic CRL update is set.
By default, the automatic CRL update interval is 8 hours.

6. Select an automatic CRL update method according to the service types
provided by the CA.

- SCEP

i. Run crlscep
The CRL is automatically updated using SCEP.
By default, CRL is automatically updated using HTTP.
ii. Run cdp-url [ esc] url-addr
The CDP URL is configured
By default, no CDP URL is configured.
- HTTP

i. Run crl http
The CRL is automatically updated using HTTP.
By default, CRL is automatically updated using HTTP.

ii. Run cdp-url [ esc] url-addr
The CDP URL is configured.
Or run cdp-url from-ca
The device is configured to obtain CDP URL from the CA certificate.
By default, no CDP URL is configured.

- LDAP

i. Runcrlldap
The CRL is automatically updated using LDAP.
By default, CRL is automatically updated using HTTP.

ii. Run ldap-server { authentication /dap-dn ldap-password | ip ip-
address [ port port | version version] "}

The CRL is automatically updated using LDAP.
By default, no LDAP server is configured.
iii. Run crl ldap [ attribute attr-value] dn dn-value

The attributes and identifier used to obtain CRL from the LDAP
server are configured.

By default, no attributes and identifier used to obtain CRL from the
LDAP server are configured.
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- LDAPv3

i.  Run quit
Return to the system view.

ii. Run ldap-server template template-name
By default, no LDAP server template exists on the device.

iii. Run ldap-server authentication /p-address [ port-number ]
An LDAP authentication server is created.
By default, no LDAP authentication server is configured.

iv. Run ldap-server authentication manager manager-dn password
[ repassword ]

The administrator DN and password of an LDAP authentication
server are configured.

By default, no administrator DN and password of an LDAP
authentication server is configured.

After the configuration is complete, run the ldap-server
authentication manager-password password [ repassword] to
change the administrator password of the LDAP authentication
server.

v. Run quit
Return to the system view.
vi. Run pki realm realm-name
The view of an existing PKI realm is displayed.
vii. Run crl ldap
The CRL is automatically updated using LDAP.
By default, CRL is automatically updated using HTTP.
viii. Run ldap-server-template attr-value
An LDAP server template is bound to a PKI realm.
By default, no LDAP server template is bound to a PKI realm.

The attr-value value is specified in the ldap-server template
command.

Run crl cache

The PKI realm is allowed to use the CRL in cache.

By default, the PKI realm is allowed to use cached CRLs.
(Optional) Update the CRL immediately.

a. Run quit
Return to the system view.

b. Run pki get-crl realm realm-name
The CRL is immediately updated.

After this command is executed, the new CRL replaces the old CRL in the
storage, and is automatically imported to the memory to replace the old
one.
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Manual CRL Update

1.  Run quit
Return to the system view.

2. (Optional) Run pki file-format { der | pem }
The format of saved CRL is set.
By default, CRL is saved in PEM format.

3. Select a manual CRL update method according to the service types provided
by the CA.

- To download the CRL using HTTP, run the pki http [ esc ] url-address
save-name command.

The value of url-address must contain the certificate file name plus the
file name extension, for example, http://10.1.1.1:8080/cert.cer cert.cer. If
url-address specifies a domain name, ensure that the domain name can
be resolved.

- To download the CRL using LDAP, run the pki ldap ip /p-address port
portversion version [ attribute attr-value ] [ authentication /dap-dn
ldap-password] save-name dn dn-value command.

4. Run pki import-crl realm rea/m-name filename file-name
The CRL is imported to the memory.

OCsP

1. (Optional) Run source interface /interface-type interface-number
The source interface used in TCP connection setup is specified.

By default, the source interface used in TCP connection setup is the egress
interface.

The source interface must be a Layer 3 interface with an IP address
configured.

2. Run ocsp url [ esc ] url-address
The OCSP server's URL is configured.
Or run ocsp-url from-ca

The device is configured to obtain OCSP server's URL from the CA certificate's
AlA option.

By default, an OCSP server does not have a URL address.
3. (Optional) Run ocsp nonce enable
The nonce extension is added to the OCSP requests sent by the PKI entity.

By default, the OCSP requests sent by the PKI entity contain the nonce
extension.

The nonce extension improves security and reliability for communication
between the PKI entity and OCSP server. The content of a nonce extension is
randomly generated by the system. The response packets sent by the OCSP
server may contain or not contain the nonce extension. If the response
packets contain a nonce extension, it must be the same as that configured for
OCSP requests.

4. (Optional) Run ocsp signature enable
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10.

Signature for OCSP requests is enabled.
By default, signature for OCSP requests is disabled.

This command is required when the OCSP server requests signature for OCSP
requests.

Run quit
Return to the system view.

Run pki import-certificate ocsp realm realm-name { der | pkcs12 | pem }
[ filename filename ]

Or run pki import-certificate ocsp realm realm-name pkcs12 filename
filename password password

The OCSP server certificate is imported to memory.
Run pki validate ocsp-server-certificate enable

The function that uses the OCSP server certificate to verify OCSP server
packets is enabled.

By default, the function that uses the OCSP server certificate to verify OCSP
server packets is disabled.

Run pki ocsp response cache enable
The OCSP response cache function is enabled.
By default, the OCSP response cache function is disabled.

After this command is executed, the PKI entity searches the cache first in
checking the certificate status using OCSP. If the cache searching fails, the PKI
entity sends a request to the OCSP server. In addition, the PKI entity caches
valid OCSP responses for next search.

An OCSP response has a validity period. After the OCSP response cache
function is enabled, the PKI entity updates cached OCSP responses every one
minute and deletes the expired responses.

(Optional) Run pki ocsp response cache number number

The maximum number of OCSP responses in the cache is set.

By default, a PKI entity can cache 2 OCSP responses.

(Optional) Run pki ocsp response cache refresh interval /nterval

The interval at which the PKI entity updates the OCSP response cache is set.

By default, the PKI entity updates the OCSP response cache every five
minutes.

Follow-up Procedure

If you want to copy an OCSP server certificate from the local device to
another device, run the pki export-certificate ocsp realm realm-name { der |
pem | pkes12 } command to export the certificate file to the local device
memory first, and then transfer the certificate file to another device using a
file transferring protocol.

To delete an expired or unused OCSP server certificate from memory, run the
pki delete-certificate ocsp realm realm-name command.

To delete an expired or unused CRL from memory, run the pki delete-crl
realm realm-name command.
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16.7.5.2 Checking the CA and Local Certificates

Context

Procedure

Step 1

Step 2

Step 3

Before a certificate is used, it must be authenticated. In a certificate, the issuing
date, issuer information, and certificate validity need to be authenticated. The key
to authenticate a certificate is to check the signature of CA and check whether the
certificate is expired or revoked.

In certificate authentication, the local device must obtain the peer certificate and
the following information: CA certificate, CRL, local certificate and its private key,
and certificate authentication information.

The local device authenticates a local certificate as follows:

1. Uses the public key of the CA certificate to authenticate its signature.

To authenticate a certificate, a PKI entity must obtain the public key of the CA
that issued the certificate from the CA's certificate, so that the PKI entity can
check the signature of the CA on the certificate. An upper-level CA
authenticates the certificates of lower-level CAs. The authentication is
performed along the certificate chain, and terminated at the trustpoint (the
root CA holding a self-signed certificate or a subordinate CA trusted by the
PKI entity).

PKI entities sharing the same root or subordinate CA and having CA
certificates can authenticate certificates of each other (peer certificates).
Authentication of a peer certificate chain ends at the first trusted certificate
or CA.

In a word, certificate chain authentication starts at an entities certificate and
ends at a trustpoint.

2. Checks whether the certificate has expired.
3. Checks whether the certificate has been revoked in CRL or None mode.

To check validity of the CA and local certificates of the local device, perform the
following steps.

Run system-view

The system view is displayed.

Run pki validate-certificate { ca | local } realm realm-name
The validity of CA or local certificate is checked.

The pki validate-certificate ca command allows you to verify only the root CA
certificate, but not subordinate CA certificates. When multiple CA certificates are
imported on a device, you can use only the pki validate-certificate local
command to verify the validity of subordinate certificates.

(Optional) Run pki realm realm-name

A PKI realm is created and its view is displayed, or the view of an existing PKI
realm is displayed.
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Step 4 (Optional) Run validate time disable
The time check in PKI certificate validation is ignored.

By default, time is checked in PKI certificate authentication.

(11 NOTE

Only ART100&AR1T20&AR150 series, AR161, AR161W, AR161G-L, AR161G-Lc, AR161G-U, AR169,
AR169G-L, AR169CVW, AR169CVW-4B4S among the AR160 series support this command.

----End
16.7.5.3 Verifying the CA and Local Certificate Configuration

Prerequisites

Configuring the validity check for the CA and local certificates has been
completed.

Procedure

e Run the display pki realm [ realm-name] command to check the PKI realm
configuration.

e Run the display pki crl { realm realm-name | filename filename } command
to check the CRL in the device.

e Run the display pki certificate ocsp realm realm-name command to check
the OCSP server certificate loaded to the device.

e Run the display pki ocsp cache statistics command to check the OCSP
response cache information.

e Run the display pki ocsp server down-information command to check the
OCSP server Down records.

e Run the display ldap-server template [ template-name] command to check
the configurations of the LDAP server template.

--—-End

16.7.6 Deleting the Local Certificate

Context

When a local certificate expires or you want to request a new certificate, delete
the existing local certificate.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run pki delete-certificate local realm realm-name
The local certificate is deleted from the memory.

--—-End
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16.7.7 Configuring the Extended Functions

16.7.7.1 Configuring Certificate Obtaining

Context

Procedure

Step 1

Step 2

When the SCEP method is used, the PKI entity queries and obtains issued
certificates on the CA server and stores the certificates to the local storage. The
PKI entity can download their own certificates, CA certificates, or local certificates
of other entities.

After obtaining a CA certificate, the device automatically imports the certificate to
the device memory. After the device obtains a local certificate, you need to import
it to the memory manually.

The purposes of obtaining a certificate are as follows:

e Stores certificates to the device storage to improve certificate query efficiency
and reduce the times of querying the PKI certificate repository.

e  Prepares for certificate authentication.

Run system-view

The system view is displayed.

Run pki get-certificate { ca | local } realm realm-name
The certificate is saved to the storage.

If the same certificate exists on the device, delete the existing one; otherwise, the
certificate cannot be obtained.

--—-End

16.7.7.2 Importing and Releasing a Peer Certificate

Context

Procedure

In the digital envelope authentication mode, the device as the data sender must
have the receiptant's public key configured. Importing a peer certificate is a
method to obtain the public key of a peer entity. This method connects the user
identity information to the public key. It has high security and is applicable to
large networks.

If the imported peer certificate is not used, release the certificate.

e Import the peer certificate
a. Run system-view

The system view is displayed.
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b. Run pki import-certificate peer peer-name { { der | pem | pkcs12 }
filename [ filename] | pem terminal } or pki import-certificate peer
peer-name pkcs12 filename filename password password

The peer certificate is imported to the device memory.
e Release the peer certificate
a. Run system-view

The system view is displayed.
b. Run pki release-certificate peer { name peer-name | all }

The peer certificate is released.

--—-End

Verifying the Configuration

Run the display pki peer-certificate { name peer-name | all } command to check
the imported peer certificate.

16.7.7.3 Configuring a Self-Signed Certificate or Local Certificate

Context
If a device fails to request a local certificate from the CA, it can generate a self-
signed certificate or local certificate. The generated certificate is saved in storage
as a file and issued to a PKI entity. You can export the certificate and transfer it to
another device.
e A self-signed certificate is issued by a device to itself. Therefore, the issuer and
subject of a self-signed certificate are identical.
e Alocal certificate is issued by a device to itself according to the certificate
issued by the CA. Therefore, the issuer of a local certificate is the CA.
{0 NOTE
A device does not support lifecycle management (such as certificate update and revocation)
over its self-signed certificate. To ensure security of the device and certificate, you are
advised to replace the self-signed certificate with the local certificate.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run pki create-certificate [ self-signed ] filename file-name
A self-signed certificate or local certificate is created.

During the configuration, you will be prompted to enter the certificate
information, such as PKI entity attributes, the certificate file name, the certificate
validity period, and length of the RSA key pair.

Specify the self-signed parameter to create a self-signed certificate. If this
parameter is not specified, a local certificate is created.
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The file format of the created self-signed certificate or local certificate is PEM.

----End
16.7.7.4 Adding a PKI to a Specified VPN

Context

A device needs to communicate with the CA server to obtain and verify
certificates. When the server is in a VPN, add a PKI realm to the VPN.

Procedure

1. Run system-view
The system view is displayed.
2.  Run pki realm realm-name

A PKI realm is created and the PKI realm view is displayed; or the PKI realm
view is displayed directly.

By default, the device has a PKI realm named default. This realm can only be
modified but cannot be deleted.

A PKI realm is valid only on the local device and unavailable to certificate
authorities (CAs) or other devices. Each PKI realm has its own parameters.

3.  Run vpn-instance vpn-instance-name
A PKIl is added to a specified VPN.
By default, a PKI does not belong to any VPN.

The vpn-instance-name parameter is set by using the ip vpn-instance
command.

16.8 Maintaining PKI

16.8.1 Checking PKI Information

Context

During routine maintenance, you can view PKI information in the corresponding
view, including information about certificate.

Procedure

e Run the display pki certificate enroll-status [ realm realm-name]
command to check the certificate enrollment status.

e Run the display pki cmp statistics [ session session-name] command to
check CMP session statistics.

e Run the display pki ocsp cache statistics command to check statistics about
the OCSP response cache.

e Run the display pki ocsp server down-information command to check the
OCSP server Down records.
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e Run the display pki certificate { ca | local | ocsp } realm realm-name
command to check the content of CA, local, or OCSP server certificate loaded
on the device.

e Run the display pki certificate default { ca | local } command to check the
default CA certificate and local certificate.

e Run the display pki peer-certificate { name peer-name | all } command to
check the imported peer certificates.

e Run the display pki ocsp cache detail command to check the detail
information of the OCSP cache.

--—-End

16.8.2 Clearing PKI Information

Context

Procedure

Statistics cannot be restored after being cleared. Exercise caution when you run
the reset commands.

e Run the reset pki cmp statistics [ session session-name] command to clear
CMP session statistics.

e Run the reset pki ocsp response cache command to clear the OCSP response
cache.

e  Run the reset pki ocsp server down-information [ url [ esc ] url-addr]
command to clear the OCSP server Down records.

--—-End

16.9 Configuration Examples for PKI

16.9.1 Example for Configuring Automatic Local Certificate
Application Using SCEP

Networking Requirements

On an enterprise network shown in Figure 16-11, the Router is located at the
edge to function as the egress gateway and a CA server is located on the public
network. The network administrator manually applies for a local certificate from
the CA server in online mode.

The network administrator wants to use a simple and fast method to apply for a
local certificate, and the certificate can be automatically imported to the memory.
In addition, the certificate needs to be automatically updated before expiration.
The automatic certificate application through SCEP can be configured to meet
these requirements.
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Figure 16-11 Automatic local certificate application using SCEP

Router CA Server

GE1/0/1
10.3.0.1

Public
Network

GE1/0/2
10.1.0.2/24

(1 NOTE

This example provides only the configurations on Router. For the configurations on the CA
server, see the CA server product manual. In this example, the CA server runs Windows
Server 2008 with the built-in Certification Services and with the SCEP plugin installed.

Configuration Roadmap
The configuration roadmap is as follows:

1. Assign IP addresses to interfaces and static routes to the CA server so that the
Router and CA server can communicate with each other.

2. Create an RSA key pair so that the local certificate application request
contains the public key.

3. Configure the PKI entity and related information to identify the PKI entity.

4. Configure certificate application through SCEP and automatic certificate
update, automatic certificate installation, and automatic certificate update.

Data Preparation

Obtain the fingerprint and challenge password from the CA server in offline mode.
In this example, the digital fingerprint is
e€71add0744360e91186b828412d279e06dcc15a4ab4bb3d13842820396b526a0
and challenge password is 6AE73F21E6D3571D.

For example, from a CA server running Windows Server 2008, you can obtain the
digital fingerprint at http://host.port/certsrv/mscep_admin/, in which Aost indicates
the server's IP address and port indicates the port number.

Procedure

Step 1 Assign IP addresses to interfaces and configure static routes to the CA server.

<Huawei> system-view

[Huawei] sysname Router

[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernet1/0/1] ip address 10.2.0.2 255.255.255.0
[Router-GigabitEthernet1/0/1] quit

[Router] interface gigabitethernet 1/0/2
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[Router-GigabitEthernet1/0/2] ip address 10.1.0.2 255.255.255.0
[Router-GigabitEthernet1/0/2] quit
[Router] ip route-static 10.3.0.0 255.255.255.0 10.2.0.1

Step 2 Create an RSA key pair.
# Create a 2048-bit RSA key pair named rsa_scep and allow it to be exported.

[Router] pki rsa local-key-pair create rsa_scep exportable
Info: The name of the new key-pair will be: rsa_scep

The size of the public key ranges from 2048 to 4096.

Input the bits in the modules:2048

Generating key-pairs... oo +++

Step 3 Configure a PKI entity to identify a certificate applicant.
# Configure the PKI entity user01.

[Router] pki entity user01
[Router-pki-entity-user01] common-name hello
[Router-pki-entity-user01] country cn
[Router-pki-entity-user01] email user@test.abc.com
[Router-pki-entity-user01] fqdn test.abc.com
[Router-pki-entity-user01] ip-address 10.2.0.2
[Router-pki-entity-user01] state jiangsu
[Router-pki-entity-user01] organization huawei
[Router-pki-entity-user01] organization-unit info
[Router-pki-entity-user01] quit

Step 4 Apply for and update the certificate using SCEP.

[Router] pki realm abc

[Router-pki-realm-abc] ca id ca_root

[Router-pki-realm-abc] entity user01

[Router-pki-realm-abc] fingerprint sha256
e71add0744360e91186b828412d279e06dcc15a4ab4bb3d13842820396b526a0
[Router-pki-realm-abc] enrollment-url http://10.3.0.1:80/certsrv/mscep/mscep.dll ra
[Router-pki-realm-abc] rsa local-key-pair rsa_scep

[Router-pki-realm-abc] enrollment-request signature message-digest-method sha-384
[Router-pki-realm-abc] password cipher 6AE73F21E6D3571D

Step 5 Enable automatic certificate enrollment and configure the certificate to be
updated when 60% of the validity period is passed and the RSA key pair is
updated together with the certificate.

[Router-pki-realm-abc] auto-enroll 60 regenerate 2048
[Router-pki-realm-abc] quit

Before obtaining and installing a local certificate, the device obtains and installs a
CA certificate first. The CA and local certificates are named abc_ca.cer and
abc_local.cer.

Step 6 Verify the configuration.

1. After a local certificate is obtained and imported to memory, run the display
pki certificate local command to view content of the certificate.

[Router] display pki certificate local realm abc
The x509 object type is certificate:
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
48:65:aa:2a:00:00:00:00:3f:c6
Signature Algorithm: sha1WithRSAEncryption
Issuer: CN=ca_root
Validity
Not Before: Dec 21 11:46:10 2015 GMT
Not After : Dec 21 11:56:10 2016 GMT
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Subject: C=CN, ST=jiangsu, O=huawei, OU=info, CN=hello

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:94:6f:49:bd:6a:f3:d5:07:ee:10:ee:4f:d3:06:

80:59:15:cb:a8:0a:b2:ba:c2:db:52:ec:e9:d1:a7:

72:de:ac:35:df:bb:e0:72:62:08:3e:c5:54:c1:ba:

4a:bb:1b:a9:d9:dc:e4:b6:4d:ca:b3:54:90:b6:8e:

15:a3:6e:2d:b2:9e:9e:7a:33:b0:56:3f.ec:bc:67:
1c:4¢:59:¢6:67:0f:a7:03:52:44:8¢:53:72:42:bd:
6e:0c:90:5b:88:9b:2¢:95:f7:b8:89:d1:c2:37:3e:
93:78:fa:cb:2¢:20:22:5f:5:9¢:61:23:7b:c0:e9:

fe:b7:€6:9c:a1:49:0b:99:ef:16:23:€9:44:40:6d:

94:79:20:58:d7:e1:51:a1:a6:4b:67:44:f7:07:71:

54:93:4e:32:ff:98:b4:2b:fa:5d:b2:3c:5b:df:3e:
23:b2:8a:1a:75:7e:8f:82:58:66:be:b3:3c:4a:1c:
2¢:64:d0:3:47:13:d0:5a:29:94:€2:97:dc:f2:d1:
06:¢c9:7e:54:b3:42:2e:15:b8:40:f3:94:d3:76:a1:

91:66:dd:40:29:¢3:69:70:6d:5a:b7:6b:91 :87:eé:

bb:cb:a5:7e:ec:a5:31:11:f3:04:ab:1a:ef:10:e6:
f1:bd:d9:76:42:6c:2e:bf:d9:91:39:1d:08:d7:b4:
18:53

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:

IP Address:10.2.0.2, DNS:test.abc.com, email:user@test.abc.com

X509v3 Subject Key Identifier:

15:D1:F6:24:EB:6B:C0:26:19:58:88:91:8B:60:42:CE:BA:D5:4D:F3

X509v3 Authority Key Identifier:

keyid:B8:63:72:A4:5E:19:F3:B1:1D:71:E1:37:26:E1:46:39:01:B6:82:C

X509v3 CRL Distribution Points:

Full Name:

URI:file://\\vasp-e6000-127.china.huawei.com\CertEnroll\ca_roo

t.crl

URL:http://10.3.0.1:8080/certenroll/ca_root.crl

Authority Information Access:

CA Issuers - URI:http://vasp-e6000-127.china.huawei.com/CertEnro

ll/vasp-e6000-127.china.huawei.com_ca_root.crt
OCSP - URI:file://\\vasp-e6000-127.china.huawei.com\CertEnroll\v

asp-e6000-127.china.huawei.com_ca_root.crt

1.3.6.1.4.1.311.20.2:

.0.L.PS.EE.ClL.nterme.d.iateO.ffline
Signature Algorithm: sha1WithRSAEncryption

d2:be:a8:52:6b:03:ce:89:f1:5b:49:d4:eb:2b:9f:fd:59:17:
d4:3c:f1:db:4f:1b:d1:12:ac:bf:ae:59:b4:13:1b:8a:20:d0:
52:6a:f8:a6:03:26:72:06:41:d2:a7:7d:3f:51:64:9b:84:64:
cfieci4c:23:0a:f1:57:41:53:eb:f6:3a:44:92:f3:ec:bd:09:
75:db:02:42:ab:89:fa:c4:cd:cb:09:bf:83:1d:de:d5:4b:68:
8a:a6:5f:7a:e8:b3:34:d3:e8:ec:24:37:2b:bd:3d:09:ed:88:
d8:ed:a7:f8:66:aa:6f:b0:fe:44:92:d4:c9:29:21:1c:b3:7a:
65:51:32:50:5a:90:fa:ae:e1:19:5f:c8:63:8d:a8:e7:¢c6:89:
2e:6d:¢8:5b:2c:0c:cd:41:48:bd:79:74:0e:b8:2f:48:69:df:
02:89:bb:b3:59:91:7f:6b:46:29:7e:22:05:8c:bb:6a:7e:f3:
11:5a:5f:fb:65:51:7d:35:ff:49:9e:ec:d1:2d:7e:73:€5:99:
€6:41:84:0c:50:11:ed:97:ed:15:de:11:22:73:a1:78:11:2e:
34:e6:f5:de:66:0c:ba:d5:32:af:b8:54:26:4f:5b:9e:89:89:
2a:3f:b8:96:27:00:¢3:08:3a:€9:e8:a6:ce:4b:5a:e3:97:9e:

6b:dd:f0:72

Pki realm name: abc
Certificate file name: abc_local.cer
Certificate peer name: -
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After a CA certificate is obtained and imported to memory, run the display
pki certificate ca command to view content of the certificate.

[Router] display pki certificate ca realm abc
The x509 object type is certificate:
Certificate:

crl

t.erl

Data:

Version: 3 (0x2)
Serial Number:
0c:f0:1a:f3:67:21:44:9a:4a:eb:ec:63:75:5d:d7:5f

Signature Algorithm: sha1WithRSAEncryption

Issuer: CN=ca_root
Validity
Not Before: Jun 4 14:58:17 2015 GMT
Not After : Jun 4 15:07:10 2020 GMT
Subject: CN=ca_root
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:d9:5f:2a:93:¢cb:66:18:59:8¢:26:80:db:cd:73:
d5:68:92:1b:04:9d:cf:33:a2:73:64:3e:5f:fe:1a:
53:78:0e:3d:€1:99:14:a2a:86:9b:c3:b8:33:ab:bb:
76:€9:82:f6:8f:05:cf:f6:83:8e:76:ca:ff:7d:f1:
bc:22:74:5e:8f:4¢:22:05:78:d5:d6:48:8d:82:a7:
5d:e1:4c:a4:a9:98:ec:26:a1:21:07:42:€4:32:43:
ff:b6:a4:bd:5e:4d:df:8d:02:49:5d:aa:cc:62:6¢:
34:ab:14:b0:f1:58:4a:40:20:ce:be:a5:7b:77:ce:
a4:1d:52:14:11:fe:2a:d0:ac:ac:16:95:78:34:34:
21:36:f2:c7:66:2a:14:31:28:dc:7f:7e:10:12:e5:
6b:29:9a:e8:fb:73:b1:62:aa:7e:bd:05:e5:¢6:78:
6d:3c:08:4c¢:9c:3f:3b:e0:€9:f2:fd:cb:9a:d1:b7:
de:1e:84:f4:4a:7d:e2:ac:08:15:09:cb:ee:82:4b:
6b:bd:c6:68:da:7e:c8:29:78:13:26:€0:3c:6¢:72:
39:¢5:f8:ad:99:e4:c3:dd:16:b5:2d:7f:17:e4:fd:
e4:51:7a:6:86:f0:e7:82:2f:55:d1:6f:08:cb:de:
84:da:ce:ef:b3:b1:d6:b3:¢c0:56:50:d5:76:4d:c7:
fb:75

Exponent: 65537 (0x10001)

X509v3 extensions:
1.3.6.1.4.1.311.20.2:
..CA
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:

B8:63:72:A4:5E:19:F3:B1:1D:71:E1:37:26:E1:46:39:01:B6:82:C5

X509v3 CRL Distribution Points:

Full Name:

URL:http://vasp-e6000-127.china.huawei.com/CertEnroll/ca_root.

URI:file://\\vasp-e6000-127.china.huawei.com\CertEnroll\ca_roo

1.3.6.1.4.1.311.21.1:

Signature Algorithm: sha1WithRSAEncryption

52:21:46:b8:67:c8:c3:4a:e7:f8:cd:e1:02:d4:24:a7:ce:50:
be:33:af:8a:49:47:67:43:f9:7f:79:88:9¢:99:f5:87:¢9:ff:
08:0f:f3:3b:de:f9:19:48:€5:43:0e:73:c7:0f:ef:96:ef:5a:
5f:44:76:02:43:83:95:c4:4e:06:5e:11:27:69:65:97:90:4f:

04:4a:1e:12:37:30:95:24:75:c6:a4:73:ee:9d:c2:de:ea:e9:

05:c0:a4:fb:39:ec:5¢:13:29:69:78:33:ed:d0:18:37:6e:99:
bc:45:0e:a3:95:€9:2¢:d8:50:fd:ca:c2:b3:5a:d8:45:82:6e:
ec:cc:12:a2:35:f2:43:a5:ca:48:61:93:b9:6e:fe:7c:ac:41:
bf:88:70:57:fc:bb:66:29:ae:73:9¢:95:b9:bb:1d:16:f7:b4:
6a:da:03:df:56:cf:c7:c7:8c:a9:19:23:61:5b:66:22:6f:7e:
1d:26:92:69:53:¢8:¢c6:0e:b3:00:ff:54:77:5e:8a:b5:07:54:
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fd:18:39:0a:03:ac:1d:9f:1f:a1:eb:b9:f8:0d:21:25:36:d5:
06:de:33:fa:7b:c8:€9:60:f3:76:83:bf:63:c6:dc:c1:2ce4:
58:b9:cb:48:15:d2:a8:fa:42:72:15:43:ef:55:63:39:58:77:
e8:ae:0f:34

Pki realm name: abc
Certificate file name: abc_ca.cer
Certificate peer name: -

When 60% of the certificate validity period has elapsed, the device sends a
certificate update request to the SCEP server.

The regenerate parameter has been specified for auto-enroll, so the device
generates a new RSA key pair to apply for a new certificate.

--—-End

Configuration Files

Router configuration file

#

sysname Router

#

pki entity user01
country CN

state jiangsu
organization huawei
organization-unit info
common-name hello
fqdn test.abc.com
ip-address 10.2.0.2

email user@test.abc.com
#

pki realm abc
ca id ca_root

enrollment-url http://10.3.0.1:80/certsrv/mscep/mscep.dll ra
entity user01

fingerprint sha256 e71add0744360e91186b828412d279e06dcc15a4ab4dbb3d13842820396b526a0
rsa local-key-pair rsa_scep

password cipher %/A%#\c{UCn\RwO'<$0TEf1Q%rZp"U$(K{GGPVZN (qw,B%A%#
auto-enroll 60 regenerate

enrollment-request signature message-digest-method sha-384
#

interface GigabitEthernet1/0/1
ip address 10.2.0.2 255.255.255.0
interface GigabitEthernet1/0/2

ip address 10.1.0.2 255.255.255.0
#

ip route-static 10.3.0.0 255.255.255.0 10.2.0.1
#

return

16.9.2 Example for Configuring Initial Application of Local
Certificate Using CMPv2

Networking Requirements

On an enterprise network shown in Figure 16-12, the Router is located at the
edge to function as the egress gateway. The Router uses CMPv2 to apply for a
local certificate for the first time from the CA server located on the public

network. The local certificate will be automatically downloaded to the device
storage.
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Figure 16-12 Initial application of local certificate application using CMPv2

Router CA Server

GE1/0/1
10.3.0.1

Public
Network

GE1/0/2
10.1.0.2/24

(1 NOTE

This example provides only the configurations on Router. For the configurations on the CA
server, see the CA server product manual.

Only HTTP+CMPv2 can be used to apply for certificates. HTTPS+CMPv2 is not supported.

Configuration Roadmap
The configuration roadmap is as follows:
1. Assign IP addresses to interfaces and static routes to the CA server so that the

Router and CA server can communicate with each other.

2. Create an RSA key pair so that the local certificate application request
contains the public key.

3. Configure the PKI entity and related information to identify the pki entity.

Configure certificate application and automatic update using CMPv2 and use
the MAC to authenticate messages so that the device can automatically
download the CA and local certificates.

5. Install the CA and local certificates to make the certificates effective. That is,
the device can use the certificates to protect communication data.

Data Preparation

To complete the configuration, you need the following data:

o CA name
Subject of the CA certificate
e Reference and secret values of the MAC
Obtained from the CMP server in out-of-band mode.

Procedure

Step 1 Assign IP addresses to interfaces and configure static routes to the CA server.

<Huawei> system-view
[Huawei] sysname Router
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[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernet1/0/1] ip address 10.2.0.2 255.255.255.0
[Router-GigabitEthernet1/0/1] quit

[Router] interface gigabitethernet 1/0/2
[Router-GigabitEthernet1/0/2] ip address 10.1.0.2 255.255.255.0
[Router-GigabitEthernet1/0/2] quit

[Router] ip route-static 10.3.0.0 255.255.255.0 10.2.0.1

Step 2 Create an RSA key pair.
# Create a 2048-bit RSA key pair named rsa_cmp and allow it to be exported.

[Router] pki rsa local-key-pair create rsa_cmp exportable
Info: The name of the new key-pair will be: rsa_cmp

The size of the public key ranges from 2048 to 4096.

Input the bits in the modules:2048

Generating key-pairs...

Step 3 Configure a PKI entity to identify the certificate applicant.
# Configure the PKI entity user01.

[Router] pki entity user01
[Router-pki-entity-user01] common-name hello
[Router-pki-entity-user01] country cn
[Router-pki-entity-user01] email user@test.abc.com
[Router-pki-entity-user01] fqdn test.abc.com
[Router-pki-entity-user01] ip-address 10.2.0.2
[Router-pki-entity-user01] state jiangsu
[Router-pki-entity-user01] organization huawei
[Router-pki-entity-user01] organization-unit info
[Router-pki-entity-user01] quit

Step 4 Configure the PKI realm.

[Router] pki realm abc
[Router-pki-realm-abc] quit

Step 5 Configure the CMP session.
# Create the CMP session named cmp.
[Router] pki cmp session cmp
# Specify the pki entity name referenced by the CMP session.
[Router-pki-cmp-session-cmp] cmp-request entity user01

# Configure a CA name, for example, C=cn,ST=beijing,L=SD,0=BB,0OU=BB,CN=BB.
{1 NOTE

The field order in the CA name must be the same as that in the CA certificate; otherwise,
the server considers the CA name invalid.

[Router-pki-cmp-session-cmp] cmp-request ca-name "C=cn,ST=beijing,L=SD,0=BB,0U=BB,CN=BB"
# Configure the URL for certificate application.
[Router-pki-cmp-session-cmp] cmp-request server url http://10.3.0.1:8080

# Specify the RSA key pair used for certificate application and configure the device
to update the RSA key pair together with the certificate.

[Router-pki-cmp-session-cmp] cmp-request rsa local-key-pair rsa_cmp regenerate

# Specify a PKI domain to which the CMP server certificate belongs. Set a PKI
domain name of the CMP server certificate to abc.
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[Router-pki-cmp-session-cmp] cmp-request realm abc

# Use the MAC for initial certificate application. Set the MAC reference value to
1234 and secret value to 123456.

[Router-pki-cmp-session-cmp] cmp-request message-authentication-code 1234 123456
[Router-pki-cmp-session-cmp] quit

[Router] pki cmp initial-request session cmp
[Router]

Info: Initializing configuration.

Info: Creatting initial request packet.

Info: Connectting to CMPv2 server.

Info: Sending initial request packet.

Info: Waitting for initial response packet.

Info: Creatting confirm packet.

Info: Connectting to CMPV2 server.

Info: Sending confirm packet.

Info: Waitting for confirm packet from server.
Info: CMPv2 operation finish.

The CA and local certificates are named cmp_cal.cer and cmp_ir.cer and stored in
the device storage.

Step 6 Install the certificates.

# Import the CA certificate to the PKI realm.
[Router] pki import-certificate ca realm abc pem filename cmp_cal.cer
The CA's Subject is /C=cn/ST=beijing/L=BB/O=BB/OU=BB/CN=BB
The CA's fingerprint is:

MD5 fingerprint:3AC7 54FD E272 09BE 9008 84EE D1FC 118E

SHA1 fingerprint:492A 8EOB BED2 BE10 C097 9039 99FE F7E1 9AA5 B658
Is the fingerprint correct?(Y/N):y
Info: Succeeded in importing file.

# Import the local certificate to the PKI realm.
[Router] pki import-certificate local realm abc pem filename cmp_ir.cer
Info: Succeeded in importing file.

Step 7 Configure automatic certificate update.

# Configure the certificate that proves the device itself, which is the certificate to
be updated, cmp_ir.cer.

[Router] pki cmp session cmp
[Router-pki-cmp-session-cmp] cmp-request authentication-cert cmp_ir.cer

# Enable automatic certificate update.

[Router-pki-cmp-session-cmp] certificate auto-update enable

# Configure the device to update the certificate when 60% of the certificate
validity period has elapsed.

[Router-pki-cmp-session-cmp] certificate update expire-time 60
[Router-pki-cmp-session-cmp] quit

Step 8 Verify the configuration.

1. After a local certificate is obtained and imported to memory, run the display
pki certificate command to view content of the certificate.

[Router] display pki certificate filename cmp_ir.cer

The x509_obj type is Cert:

Certificate:

Data:

Version: 3 (0x2)
Serial Number: 1144733510 (0x443b3f46)
Signature Algorithm: sha1WithRSAEncryption
Issuer: C=cn, ST=beijing, L=BB, O=BB, OU=BB, CN=BB
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Validity

Not Before: Jun 12 09:33:10 2012 GMT

Not After : Aug 13 02:38:27 2016 GMT
Subject: C=CN, ST=jiangsu, O=huawei, OU=info, CN=hello
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:d3:12:fe:57:48:c6:a5:10:12:€9:2f:f9:2a:ff:
7b:2a:d8:45:69:11:¢4:85:30:c4:9a:4d:0f.ad:58:
e7:56:cd:5¢:f0:18:e1:¢3:6d:44:c2:c3:5e:64:22:
d1:28:¢9:¢3:37:3c:34:ed:28:04:7:62:9e:8b:94:
af:bc:72:de:f6:72:7f:e4:d8:45:31:fd:f9:ac:ce:
5a:b9:¢7:1b:23:53:00:28:a6:3b:f5:61:69:5d:ab:
67:cb:bb:e8:96:2f:ce:ab:2c:6b:91:5b:26:91:86:
8f:80:29:b0:66:¢1:16:3d:31:55:a2:d4:b5:5a:af:
85:88:6€:99:f8:f8:53:58:77:26:91:ed:0e:94:ad:
€5:8d:53:67:67:55:08:8d:90:38:€0:5€:96:37:b9:
64:0e:36:e7:cf:9a:d2:77:e4:b0:24:05:a6:eb:03:
6e:ff:f7:ab:be:93:9e:8¢:66:7d:31:66:be:6d:c8:
3:17:9d:86:19:88:21:2d:d9:69:86:5f:b2:55:a4:
db:bc:d7:d0:6b:ac:66:ac:e4:63:9¢:66:79:9¢:42:
5c:83:b8:9e:4b:6e:67:85:a2:47:19:f1:5¢:c0:3c:
€9:a3:47:02:a8:53:69:59:9e:d9:c7:5e:90:83:8d:
ac:cd:21:3c:d5:31:39:49:84.e6:8:f4:e0:44:dd:
5d:7b

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Alternative Name:
IP Address:10.2.0.2, DNS:test.abc.com, email:user@test.abc.com
Signature Algorithm: sha1WithRSAEncryption
53:d5:79:31:7b:40:52:aa:ec:a9:35:ed:07:62:32:c4:ce:22:
d3:37:0e:83:0c:4c:fa:61:dd:8c:db:a8:d3:fd:6a:ca:0e:3c:
91:2¢:91:ab:92:31:34:b5:87:1e:30:a4:ff:94:9¢:d2:71:3c:
6b:1f:4f:be:a7:20:f2:e1:c2:ad:71:8b:c2:79:0f:50:1f:3c:
f9:87:df:1d:ee:3d:38:8¢:f3:30:b7:3b:00:9b:72:38:b0:68:
€1:¢0:08:f4:02:91:81:a8:fa:51:9e:53:0d:03:b3:6b:0e:e2:
62:80:ef:2a:a0:cb:9b:9b:91:21:7c:df:fe:6a:38:cc:03:36:
9c:fc

Pki realm name: abc
Certificate file name: cmp_ir.cer
Certificate peer name: -

2. After a CA certificate is obtained and imported to memory, run the display
pki certificate command to view content of the certificate.

[Router] display pki certificate filename cmp_cal.cer
The x509 object type is certificate:
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 2 (0x2)
Signature Algorithm: sha1WithRSAEncryption
Issuer: C=cn, ST=beijing, L=BB, O=BB, OU=BB, CN=BB
Validity
Not Before: Aug 15 02:38:27 2011 GMT
Not After : Aug 13 02:38:27 2016 GMT
Subject: C=CN, ST=jiangsu, O=huawei, OU=info, CN=hello
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:b7:3e:65:7f:3b:3¢:18:b8:87:34:39:76:3¢:87:
39:f7:a9:b3:35:9b:e0:e0:5b:c7:4f:3c:bb:fa:dd:
da:93:0b:55:6e:eb:ba:52:¢8:86:d1:cf:14:1e:1c:
35:¢6:53:68:f3:51:e7:2c:d4:b8:fa:0f:b3:04:ef:
3f:a0:b3:4d:78:¢1:26:88:26:15:41:3d:14:7f:67:
3e:2f:35:32:ce:c7:73:73:43:5¢:12:d3:0f:a0:ec:
96:ae:55:61:27:32:39:a4:f8:32:a1:68:50:€6:3d:
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Pki

2b:39:6d:42:€8:09:5d:4:98:46:6e:fc:80:87:0e:
36:ca:09:7a:ca:2f:dd:ad:d3
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
4F:67:F4:CB:F4:C3:F7:61:2C:BD:FF:1D:D1:29:FD:39:28:9F:3B:8B
X509v3 Key Usage:
Certificate Sign, CRL Sign
Netscape Cert Type:
SSL CA, S/MIME CA, Object Signing CA
Netscape Comment:
xca certificate
Signature Algorithm: sha1WithRSAEncryption
75:43:24:eb:db:ee:7d:05:30:88:b8:1b:d5:32:ca:51:49:74:
04:94:fe:d0:31:29:6f:72:c7:4a:86:ac:2a:4c:45:24:9d:3c:
b4:30:b5:d1:43:88:29:f7:b4:88:b8:37:dc:dd:f4:fa:42:34:
1c:e6:a5:bc:bb:0b:37:ef:db:8c:b2:b0:bd:97:7f:15:ae:6c:
71:1b:ff:f1:90:13:74:a4:1f:7¢:f7:4e:80:5b:42:aa:6b:22:
2a:cf:04:48:29:20:c0:b2:95:38:11:06:be:76:f0:cb:8d:4a:
c6:1a:50:af:31:81:58:ac:14:fe:89:f2:€0:bb:95:3¢:94:d0:
54:96

realm name: abc

Certificate file name: cmp_cal.cer
Certificate peer name: -

3. When 60% of the certificate validity period has elapsed, the device sends a
certificate update request to the CMPv2 server.

The regenerate parameter has been specified for cmp-request rsa local-key-
pair, so the device generates a new RSA key pair to apply for a new
certificate. The new certificate will replace the certificate files in the device
storage and memory.

--—-End

Configuration Files

Router

#

configuration file

sysname Router

#
pki entity

user01

country CN

state jiangsu

organization huawei
organization-unit info
common-name hello

fqdn user@test.abc.com
ip-address 10.2.0.2

email user@user@test.abc.com

#
pki realm
#

abc

interface Ethernet2/0/0
ip address 10.2.0.2 255.255.255.0
interface Ethernet1/0/2
ip address 10.1.0.2 255.255.255.0

#

pki cmp session cmp

cmp-request ca-name "C=cn,ST=beijing,L=SD,0=BB,0U=BB,CN=BB"
cmp-request authentication-cert cmp_ir.cer

cmp-request entity userO1

cmp-request server url http://10.3.0.1:8080
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cmp-request rsa local-key-pair rsa_cmp regenerate
cmp-request realm abc

cmp-request message-authentication-code 1234 %/\%#ZodFBGH[ABkU2(~>[NRBv|#b>se|@I7"'A,IlG_B%"

Y%#

certificate auto-update enable

certificate update expire-time 60

#

ip route-static 10.3.0.0 255.255.255.0 10.2.0.1
#

return

16.9.3 Example for Applying for the Local Certificate in Offline

Mode

Networking Requirements

On an enterprise network shown in Figure 16-13, the Router is located at the
edge to function as the egress gateway and a CA server is located on the public
network. The network administrator manually applies for a local certificate from

the CA server.

If you fail to apply for a local certificate using SCEP, you can use the offline (out-

of-band) mode.

Figure 16-13 Applying for the local certificate in offline mode

Router

GE1/0/1

Public
Network

GE1/0/2
10.1.0.2/24

(10 NOTE

CA Server

10.3.0.1

This example provides only the configurations on Router. For the configurations on the CA
server, see the CA server product manual. In this example, the CA server runs Windows
Server 2008 with the built-in Certification Services and with the SCEP plugin installed.

Configuration Roadmap

The configuration roadmap is as follows:

1. Create an RSA key pair so that the local certificate application request

contains the public key.

2. Configure the PKI entity and related information to identify the PKI entity.
3. Configure offline local certificate application for the PKI entity and generate a

local certificate request file.
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4. Send the local certificate request file and download the local certificate in
out-of-band mode.

5. Install the local certificate so that the device can protect communication data.

Procedure

Step 1 Assign IP addresses to interfaces and configure static routes to the CA server.

<Huawei> system-view

[Huawei] sysname Router

[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernet1/0/1] ip address 10.2.0.2 255.255.255.0
[Router-GigabitEthernet1/0/1] quit

[Router] interface gigabitethernet 1/0/2
[Router-GigabitEthernet1/0/2] ip address 10.1.0.2 255.255.255.0
[Router-GigabitEthernet1/0/2] quit

[Router] ip route-static 10.3.0.0 255.255.255.0 10.2.0.1

Step 2 Create an RSA key pair.

# Create a 2048-bit RSA key pair named rsa and allow it to be exported.

[Router] pki rsa local-key-pair create rsakey exportable
Info: The name of the new key-pair will be: rsakey

The size of the public key ranges from 2048 to 4096.
Input the bits in the modules:2048

Generating key-pairs... . +++

Step 3 Configure a PKI entity to identify a certificate applicant.
# Configure the PKI entity user01.

[Router] pki entity user01
[Router-pki-entity-user01] common-name hello
[Router-pki-entity-user01] country cn
[Router-pki-entity-user01] email user@test.abc.com
[Router-pki-entity-user01] fqdn test.abc.com
[Router-pki-entity-user01] ip-address 10.2.0.2
[Router-pki-entity-user01] state jiangsu
[Router-pki-entity-user01] organization huawei
[Router-pki-entity-user01] organization-unit info
[Router-pki-entity-user01] quit

Step 4 Apply for the local certificate in offline mode.

[Router] pki realm abc

[Router-pki-realm-abc] entity user01

[Router-pki-realm-abc] rsa local-key-pair rsakey
[Router-pki-realm-abc] quit

[Router] pki enroll-certificate realm abc pkcs10 filename cer_req
Info: Creating certificate request file...

Info: Create certificate request file successfully.

After the configurations are complete, run the display pki cert-req command to
view content of the certificate request file.

[Router] display pki cert-req filename cer_req
Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=CN, ST=jiangsu, O=huawei, OU=info, CN=hello
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:a2:db:e3:30:17:8e:f6:2d:2e:64:15:46:51:ad:
70:86:dd:32:c4:bb:6b:58:3a:8c:5f:a0:06:a1:e1:
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56:2e:a4:eb:7e:12:06:05:04:28:b2:6d:64:7a:9¢:
4f:85:24:c1:aa:b8:99:dc:e9:bb:c4:1e:€2:9d:a0:
18:51:1f:ad:b5:2f:60:18:06:8b:c1:cc:6f:32:58:
f2:21:2¢:16:€8:29:c2:a8:c5:aa:9d:6c:1e:ca:14:
fc:7a:€9:bc:07:91:ce:ed:a0:c0:52:d9:0c:e9:ba:
9b:64:43:e0:9a:3f:c5:d1:2¢:86:36:96:6b:4b:4f:
d4:df:05:d0:4b:41:2c:ec:0a:d7:0e:45:83:ed:cd:
07:78:40:ed:d5:3d:7f:fe:0f:08:90:04:2e:ac:e5:
42:b9:81:ea:ec:77:e2:cc:04:6e:e4:63:9f:69:ed:
60:06:5e:c7:e8:bf:30:57:6a:5d:€0:46:68:d3:ee:
b0:da:47:24:e3:b6:a5:f3:20:d8:5a:75:92:70:c2:
29:26:97:07:07:0d:1¢:94:9a:03:6f:f7:8c:db:6f:
b7:06:de:51:50:9¢e:71:fd:86:f3:b5:¢9:99:05:bf:
f1:10:20:28:d3:a6:29:3d:€0:f4:a7:ba:1e:27:85:
29:66:fc:a9:90:49:f0:35:f7:d9:6d:06:a2:43:3f:
18:87
Exponent: 65537 (0x10001)
Attributes:
Requested Extensions:
X509v3 Subject Alternative Name:

IP Address:10.2.0.2, DNS:test.abc.com, email:user@test.abc.com
Signature Algorithm: sha256WithRSAEncryption

Oe:0a:a5:b7:d5:54:11:10:c4:ea:ff:77:da:f9:24:4b:a9:98:
a1:75:36:08:10:59:60:fa:1a:30:70:2c:b7:f6:5f:5e:31:b7:
55:a5:7a:26:e5:af:4a:cd:83:¢5:f3:90:f3:b9:d5:f9:0a:6d:
6e:8f:25:b4:ed:95:9¢:75:a5:d7:b6:25:fc:8d:39:89:fb:af:
37:fc:01:7b:09:07:9¢:96:7c:fa:28:6d:e2:11:49:a7:95:94:
ed:26:5b:ca:f8:98:b0:e7:64:7e:dd:2d:75:ff:89:03:b7:0a:

92:53:25:d4:a1:23:b9:5c:eb:5b:29:1 d:8a:92:8f:36:68:75:
77:32:bc:48:92:48:84:fa:87:5a:d7:2e:3e:be:d5:6b:e4:df:

b1:f2:02:35:91:6a:eb:cd:fc:5a:ea:37:85:6¢:12:74:5f:a5:

5¢:c0:05:09:cd:34:59:0d:¢6:¢c8:75:ca:1c:18:d6:48:e5:4b:

e7:8e:e3:f:25:99:0f:2e:a8:b4:c5:8e:4d:8f:dd:64:c5:1f:
61:3¢:58:21:4f:d5:35:ba:c8:8e:5f:76:41:9f:27:41:0a:94:

59:2¢:59:25:2d:de:60:5¢:92:07:ac:8a:a5:7a:ba:75:af:2c:
82:5f:bb:55:a8:48:49:54:0f:99:54:af:8d:12:4d:4b:7d:8b:

95:28:ce:dc

Step 5 Transfer the certificate request file to the CA server in out-of-band mode, for

Step 6

Step 7

example, web, disk, and email, to apply for a local certificate.

When the local certificate is successfully registered, download the local certificate
abc_local.cer also in out-of-band mode. Transfer the certificate file to the device
storage using a file transfer protocol.

Install the local certificate.

[Router] pki import-certificate local realm abc pem filename abc_local.cer
Info: Succeeded in importing file.

Verify the configuration.

[Router] display pki certificate local realm abc
The x509 object type is certificate:
Certificate:

Data:

Version: 3 (0x2)
Serial Number:
48:65:aa:2a:00:00:00:00:3f:c6

Signature Algorithm: sha1WithRSAEncryption

Issuer: CN=ca_root

Validity
Not Before: Dec 21 11:46:10 2015 GMT
Not After : Dec 21 11:56:10 2016 GMT

Install the local certificate so that the device can protect communication data.

Run the display pki certificate local command to view the content of the local
certificate imported to memory.
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Subject: C=CN, ST=jiangsu, O=huawei, OU=info, CN=hello

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:94:6f:49:bd:6a:f3:d5:07:ee:10:ee:4f:d3:06:
80:59:15:cb:a8:0a:b2:ba:c2:db:52:ec:e9:d1:a7:
72:de:ac:35:df:bb:e0:72:62:08:3e:c5:54:c1:ba:
4a:bb:1b:a9:d9:dc:e4:b6:4d:ca:b3:54:90:b6:8e:
15:a3:6e:2d:b2:9e:9e:7a:33:b0:56:3f:ec:bc:67:
1¢c:4¢:59:¢6:67:0f:a7:03:52:44:8¢:53:72:42:bd:
6€:0¢:90:5b:88:9b:2¢:95:f7:b8:89:d1:¢2:37:3e:
93:78:fa:cb:2c:20:22:5f:€5:9¢:61:23:7b:c0:e9:
fe:b7:e6:9c:a1:49:0b:99:ef:16:23:€9:44:40:6d:
94:79:20:58:d7:e1:51:a1:a6:4b:67:44:f7:07:71:
54:93:4e:32:ff:98:b4:2b:fa:5d:b2:3c:5b:df:3e:
23:b2:8a:1a:75:7e:8f:82:58:66:be:b3:3c:4a:1c:
2¢:64:d0:3f:47:13:d0:5a:29:94:€2:97:dc:f2:d1:
06:¢9:7e:54:b3:42:2e:15:b8:40:f3:94:d3:76:a1:
91:66:dd:40:29:¢3:69:70:6d:5a:b7:6b:91:87:€8:
bb:cb:a5:7e:ec:a5:31:11:f3:04:ab:1a:ef:10:e6:
f1:bd:d9:76:42:6c:2e:bf:d9:91:39:1d:08:d7:b4:
18:53

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:

IP Address:10.2.0.2, DNS:test.abc.com, email:user@test.abc.com

X509v3 Subject Key Identifier:

15:D1:F6:24:EB:6B:C0:26:19:58:88:91:8B:60:42:CE:BA:D5:4D:F3

X509v3 Authority Key Identifier:

keyid:B8:63:72:A4:5E:19:F3:B1:1D:71:E1:37:26:E1:46:39:01:B6:82:C

X509v3 CRL Distribution Points:

Full Name:

URI:file://\\vasp-e6000-127.china.huawei.com\CertEnroll\ca_roo

t.crl

URI:http://10.3.0.1:8080/certenroll/ca_root.crl

Authority Information Access:

CA Issuers - URIL:http://vasp-e6000-127.china.huawei.com/CertEnro
ll/vasp-e6000-127.china.huawei.com_ca_root.crt
OCSP - URI:file://\\vasp-e6000-127.china.huawei.com\CertEnroll\v

asp-e6000-127.china.huawei.com_ca_root.crt

1.3.6.1.4.1.311.20.2:

.0..PS.E.C.l.n.t.eorm.ed.ia.t.e.Offlin.e
Signature Algorithm: sha1WithRSAEncryption

d2:be:a8:52:6b:03:ce:89:f1:5b:49:d4:eb:2b:9f:fd:59:17:
d4:3c:f1:db:4f:1b:d1:12:ac:bf:ae:59:b4:13:1b:8a:20:d0:
52:6a:f8:a6:03:a6:72:06:41:d2:a7:7d:3f:51:64:9b:84:64:
cfiec:4c:23:0a:f1:57:41:53:eb:f6:3a:44:92:f3:ec:bd:09:
75:db:02:42:ab:89:fa:c4:cd:cb:09:bf:83:1d:de:d5:4b:68:
8a:a6:5f:7a:€8:b3:34:d3:e8:ec:24:37:2b:bd:3d:09:ed:88:
d8:ed:a7:f8:66:aa:6f:b0:fe:44:92:d4:¢9:29:21:1c:b3:7a:
65:51:32:50:5a:90:fa:ae:e1:19:5f:c8:63:8d:a8:e7:¢c6:89:
2e:6d:¢8:5b:2¢:0c:cd:41:48:bd:79:74:0e:b8:2f:48:69:df:
02:89:bb:b3:59:91:7f:6b:46:29:7e:22:05:8c:bb:6a:7e:f3:
11:5a:5f:fb:65:51:7d:35:f:49:9e:ec:d1:2d:7e:73:€5:99:
€6:41:84:0c:50:11:ed:97:ed:15:de:11:22:73:a1:78:11:2e:
34.e6:f5:de:66:0c:ba:d5:32:af:b8:54:26:4f:5b:9e:89:89:
2a:3f:b8:96:27:00:c3:08:3a:e9:e8:a6:ce:4b:5a:e3:97:9¢:

6b:dd:f0:72

Pki realm name: abc
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Certificate file name: abc_local.cer
Certificate peer name: -

--—-End

Configuration Files

Router configuration file

#

sysname Router
#

pki entity user01
country CN
state jiangsu

organization huawei
organization-unit info
common-name hello
fqdn test.abc.com
ip-address 10.2.0.2
email user@test.abc.com

#

pki realm abc
entity userO1
rsa local-key-pair rsakey

#

interface GigabitEthernet1/0/1
ip address 10.2.0.2 255.255.255.0
interface GigabitEthernet1/0/2
ip address 10.1.0.2 255.255.255.0

#

ip route-static 10.3.0.0 255.255.255.0 10.2.0.1

#

return

16.10 Troubleshooting PKI
16.10.1 A CA Certificate Failed to Be Obtained

Fault Symptom

The network administrator has manually applied for a CA certificate; however,
the CA certificate does not exist in the device storage. The reason is that the

configuration about downloading CA certificates using HTTP or LDAP is
incorrect.

The administrator applies for a CA certificate using SCEP. However, the CA
certificate does not exist in the device storage. The possible causes are as
follows:

The command for obtaining the CA certificate is not executed.

The trusted CA name is incorrect or not configured.

The URL of certificate enrollment server is incorrect or not configured.
The PKI entity is not configured.

The fingerprint is incorrect or not configured.

The RSA key pair is not configured.

The source interface for TCP connection is incorrect.
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Procedure

--—-End

Obtain a CA certificate manually.

Check whether the configuration about downloading a CA certificate using
HTTP or LDAP is correct. If not, modify the configuration using the pki http
or pki ldap command.

Obtain a CA certificate using SCEP.

a.

Check whether the pki get-certificate command has been executed in
the system view.

If not, run the pki get-certificate command. You will be promoted if the
configuration about CA certificate application is incorrect.

Check whether the CA certificate application configuration is correct in
the PKI realm.

Run the display pki realm command in any view or the display this
command in the PKI realm view.

The following is a sample of CA certificate application configuration:
pki realm test

ca id ca_server //Specify the CA trusted by the PKI realm.

enrollment-url http://10.13.14.15:8080/certsrv/mscep/mscep.dll //Configure the URL for the
certificate enrollment server.

entity zzz //Specify the PKI entity.

fingerprint shal 7a34d94624b1c1bcbf6d763c4a67035d5b578eaf //Configure the fingerprint
for CA certificate verification. The fingerprint is obtained from the CA server.

rsa local-key-pair 8 //Specify the RSA key pair.

source interface Ethernet0/0/2 //Specify the source interface (a Layer 3 interface with IP
address assigned) for the TCP connection. By default, source interface of a TCP connection is the
egress interface.

Ensure that the configuration is correct. For details, see 16.7.2.1 Applying
for and Updating the Local Certificate Through SCEP.

16.10.2 A Local Certificate Failed to Be Obtained

Fault Symptom

The administrator applies for a local certificate in offline mode. However, the
local certificate does not exist in the device storage. The possible causes are
as follows:

The PKI entity configuration is incorrect.
The challenge password is incorrect or not configured.

The configuration about downloading the local certificate using HTTP or
LDAP is incorrect.

The administrator applies for a local certificate using SCEP or CMPv2.
However, the local certificate does not exist in the device storage. The possible
causes are as follows:

No CA certificate exists in the PKI realm.

The PKI entity is incorrectly configured or not configured.

The trusted CA name is incorrect or not configured.

The URL of certificate enrollment server is incorrect or not configured.

Issue 13 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 816



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 16 PKI Configuration

Procedure

The RSA key pair is not configured.
The source interface for TCP connection is incorrect.

Digest method used for the signed certificate enrollment request is
incorrect.

The challenge password is incorrect or not configured.
THe reference and secret values of MAC are incorrect or not configured.
The certificate for identity verification is incorrectly configured.

Obtain a local certificate manually.

a.

Check whether the PKI entity is correctly configured.

To view the configuration of a PKI entity in a PKI realm, run the display
pki entity command.

Modify the incorrect configurations, such as country code. For details, see
16.7.1.1 Configuring a PKI Entity.
Check whether the challenge password is correct.

Confirm that the CA server requires a challenge password, and ensure
that the challenge password configured on the device is the same as that
of the CA server. To set the challenge password, run pki enroll-
certificate.

Check whether the configuration about downloading a CA certificate
using HTTP or LDAP is correct.

If not, modify the configuration using the pki http or pki ldap command.

Obtain a local certificate using SCEP or CMPv2.

a.

Check whether the CA certificate has been imported to the device
memory.

To view the CA certificate in memory, run display pki certificate.

If no CA certificate exists, obtain a CA certificate and run pki import-
certificate to import the certificate to memory.

Check whether the PKI entity is correctly configured.

To view the configuration of a PKI entity in a PKI realm, run the display
pki entity command.

Modify the incorrect configurations, such as country code. For details, see
16.7.1.1 Configuring a PKI Entity.

Check whether the CA certificate application configuration is correct in
the PKI realm or CMP session.

= PKI realm

Run the display pki realm command in any view or the display this
command in the PKI realm view.

The following is a sample of local certificate application

configuration:

pki realm test

ca id ca_server //Specify the CA trusted by the PKI realm.

enrollment-url http://10.13.14.15:8080/certsrv/mscep/mscep.dll //Configure the URL for
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the certificate enrollment server.

entity zzz  //Specify the PKI entity.

rsa local-key-pair 8 //Specify the RSA key pair.

password cipher %A%#\1THN-bn (k;A\|O850AtYF3(M4%/%# //Configure the challenge
password for SCEP certificate application, which is the same as that on the CA server.
source interface gigabitethernet 1/0/2 //Specify the source interface (a Layer 3 interface
with IP address assigned) for the TCP connection. By default, source interface of a TCP
connection is the egress interface.

enrollment-request signature message-digest-method sha1l //Configure the digest
algorithm used by the signed certificate enrollment request, which is the same as that on
the CA server.

Ensure that the configuration is correct. For details, see 16.7.2.1
Applying for and Updating the Local Certificate Through SCEP.

" CMP session
Run the display this command in the CMP session view.

The following is a sample of CA certificate application configuration:
pki cmp session cmp

cmp-request ca-name "C=cn,ST=beijing,L=SD,0=BB,0U=BB,CN=BB" //Configure the CA
name. The field order in a CA name must be the same as that in the CA certificate.
cmp-request authentication-cert local.cer //Configure the identity authentication
certificate in the CMPv2 request, which is used for certificate update or certificate
application for another device.

cmp-request entity user01 //Specify the PKI entity.

cmp-request server url http://10.3.0.1:8080 //Configure the URL for the CMPv2 server.
cmp-request rsa local-key-pair rsa regenerate //Specify the RSA key pair.

cmp-request message-authentication-code 1234 %A%#ZodFBGH[ABkU2 (~>[NRBv|#b>se|
@I17"AlG_B%N%# //Configure the reference and secret values for MAC, which must be
the same as those on the CA server.

Ensure that the configuration is correct. For details, see 16.7.2.2
Applying for and Updating the Local Certificate Through CMPv2.

--—-End

16.11 FAQ About PKI

16.11.1 What Are the Differences Between CA, Local, and Self-
Signed Certificates?

The differences between CA, local, and self-signed certificates are described in
Table 16-5.
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Table 16-5 Certificate types

Type

Definition

Description

Self-signed certificate

A self-signed certificate,
which is also called root
certificate, is issued by
an entity to itself. In this
certificate, the issuer
name and subject name
are the same.

If an applicant fails to
apply for a local
certificate from the CA, it
can generate a self-
signed certificate. The
self-signed certificate
issuing process is simple.

A device does not
support lifecycle
management (such as
certificate update and
revocation) over its self-
signed certificate. To
ensure security of the
device and certificate,
you are advised to
replace the self-signed
certificate with the local
certificate.

CA certificate

CA's own certificate. If a
PKI system does not
have a hierarchical CA
structure, the CA
certificate is the self-
signed certificate. If a PKI
system has a hierarchical
CA structure, the top CA
is the root CA, which
owns a self-signed
certificate.

An applicant trusts a CA
by verifying its digital
signature. Any applicant
can obtain the CA's
certificate (including the
public key) to verify the
local certificate issued by
the CA.

Local certificate

A certificate issued by a
CA to the applicant.

Local device certificate

A certificate issued by a
device to itself according
to the certificate issued
by the CA. The issuer
name in the certificate is
the CA server's name.

If an applicant fails to
apply for a local
certificate from the CA, it
can generate a local
device certificate. The
local device certificate
issuing process is simple.

16.11.2 Which Certificate Formats Are Supported?

Three certificate formats are supported, as described in the table.
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Table 16-6 Certificate formats

Format

Description

Description

PKCS#12

Saves certificate files in
binary format, including
or excluding the private
key. The commonly used
file name extensions
include .P12 and .PFX.

DER

Saves certificate files in
binary format, excluding
the private key. The
commonly used file
name extensions
include .DER, .CER,

and .CRT.

PEM

Saves certificate files in
ASCII format, including
or excluding the private
key. The commonly used
file name extensions
include .PEM, .CER,

and .CRT.

If the file name
extension of a certificate
is .CER or .CRT, use the
Notepad to open this
certificate and check the
certificate content to
differentiate the
certificate format.

e |[f the certificate starts
with "----- BEGIN
CERTIFICATE----- "
and ends with "-----
END
CERTIFICATE----- "
the certificate format
is PEM.

o |[f the certificate
content is displayed
as garbled characters,
the certificate format
is DER.

16.11.3 How Do | Manually Import Certificates and an RSA

Key Pair?

(1 NOTE

Three certificate formats are supported: PKCS#12, DER, and PEM. For details, see 16.11.2
Which Certificate Formats Are Supported?.

You can enable the device to generate a certificate request file (an RSA key pair has been
generated on the device) and provide this file to a certificate authority (CA), which issues
only a local certificate. You only need to import the CA and local certificates provided by

the CA to the device memory, without having to import the RSA key pair.

Before manually replacing the CA and local certificates, ensure that the CA and local
certificates are not being used by services and run the pki delete-certificate command to
delete the certificates. The following example deletes the local certificate.

[Huawei] pki delete-certificate local realm abc

The following describes the procedure for manually importing certificates and an
RAS key pair:

1.

Enable the device to send certificate request information to the CA in out-of-
band mode (web, disk, or email) to apply for a local certificate.

Download the CA certificate, local certificate, and RSA key pair file, and
upload them to the device storage media using TFTP.

Generally, certificates in DER or PEM format and key pairs are in different
files, and certificates in PKCS#12 format and key pairs are in the same file.
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3. Import the CA certificate. If there are multiple CA certificates, import all CA
certificates.
For example, the obtained CA certificate file is named rootca.pem.

<Huawei> system-view

[Huawei] pki realm abc

[Huawei-pki-realm-abc] quit

[Huawei] pki import-certificate ca realm abc pem filename rootca.pem

After the CA certificate has been imported successfully, check CA certificate
information.
[Huawei] display pki certificate ca realm abc

4. Import the local certificate.
For example, the obtained local certificate file is named localcert.pem.

[Huawei] pki import-certificate local realm abc pem filename localcert.pem

After the local certificate has been imported successfully, check local
certificate information.

[Huawei] display pki certificate local realm abc

5. Import the RSA key pair. For the files in PEM or PKCS#12 format, the
password for the RSA key pair provided by the CA is also required.

For example, the obtained RSA key pair file is local_privatekey.pem, and the
password is Huawei@123.
[Huawei] pki import rsa-key-pair abc pem local_privatekey.pem password Huawei@123
After the RSA key pair has been imported successfully, check RSA key pair
information.
[Huawei] display pki rsa local-key-pair name abc public

6. Check whether the imported local certificate and RSA key pair match. If no
matching key pair is found, check whether the imported file is correct.

[Huawei] pki match-rsa-key certificate-filename localcert.pem
Info: The file localcert.pem contains certificates 1.
Info: Certificate 1 from file localcert.pem matches RSA key test.
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